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Note to users of previous versions of Starcommand 


StarCommand™ version 3.1 provides many new features to users 
of previous versions of StarCommand. Depending on which version 
you last used, you may notice changes in the look and feel of the 
product, as well. The main differences between version 3.1 and 
previous versions are outlined here: 


For users of StarCommand version 3.0 and all previous versions: 


Support for the Farallon Concentrator. The Farallon 
Concentrator is a space-saving mounting enclosure for 
Farallon hubs and routers, that simplifies network wiring 
through the use of a built-in Ethernet backplane and built-in 
LocalTalk interconnection circuits. StarCommand displays 
Interface Modules of Farallon Concentrators in the Device List, 
along with your Farallon hubs and routers. You can use 
StarCommand to name the Interface Module, record 
comments about it, and reset it. The Interface Module is an 
extended management device, providing you with the ability to 
use StarCommand over AppleTalk networks, as well as over 
the management bus. 


Support for the InterRoute/5™ router and the StarRouter™, 
Farallon’s routing hub. If you own a Farallon StarRouter or an 
InterRoute/5 router, StarCommand uses the new Router menu 
to provide you with ways to configure and manage the 
LocalTalk—EtherTalk routing capabilities and AppleTalk—IP 
gateway capabilities of these products. The StarRouter and 
the InterRoute/5 are also both extended management 
devices, providing you with the ability to use StarCcommand 
over AppleTalk networks, as well as over the management 
bus. 


Command name changes. Several command names have 
been changed, in order to show that they apply to routers, 
gateways, and Interface Modules, as well as to repeating 
hubs. In most cases, the word “Hub” or the word 
“StarController” is simply changed to the word “Device.” 
Exceptions are “Open StarController,” which is now “Open 
Port List,” and “Show Event Log,” which is now “Show 
Session Event Log” (to distinguish it from “Show Router Event 
History,” which appears in the Router menu and applies to 
only the selected device). 


ie ema 


New Quick Find command. This new command allows you to 
quickly locate and select a specific device in the Device List, 
by specifying the device model and serial number. 


For users of StarCommand versions 1 and 2: 


Redesigned user interface. The StarCcommand windows first 
provided in version 3.0 display additional information about 
the devices and ports. The Device List, which is the main 
window, can now show traffic totals, error totals, comments, 
or settings. The amount and types of information available 
depend the devices you have. The flexibility of the new 
interface is especially useful when controlling a large network 
because you can view and change settings for multiple 
devices at a glance. See Chapter 2, “StarCommand 
Windows,” for an overview of each window. 


Enhanced search capabilities. Star;Command 3.0 first 
provided an intelligent asynchronous communications 
manager that constantly searches for new devices in the 
background. StarCommand searches for devices attached via 
the management bus, and also for extended management 
devices via AppleTalk. For details, see “Searching for Devices” 
in Chapter 3. 


Support of extended management features. In addition to the 
Concentrator Interface Module, the StarRouter, and the 
InterRoute/5 router described above, the StarController® 357 
and 377 hubs also support extended management, can detect 
AppleTalk information, can be assigned a password, and can 
be reprogrammed. For details, see the StarController User’s 
Guide. 


Logging of network events. Network events, such as a 
jammed port or disconnected device, are posted in the 
Session Event Log. You can print this log or save it as a text 
file. This is especially useful for keeping a history of network 
events. 


Improved file format. In addition to storing device names, the 
StarCommand file format now stores preferences, device 
passwords, settings, and window positions. See “Information 
Saved in a StarCommand File” in Chapter 3 for more 
information. 
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Introduction 


Network managers use StarCommand™ to efficiently monitor and 
control Farallon hubs and routers on an AppleTalk network. The 
StarCommand application displays detailed information and 
statistics for all LocalTalk and Ethernet StarController hubs, the 
StarRouter (Farallon’s routing hub), the InterRoute/5 router, and 
the Interface Module of the Farallon Concentrator. StarCommand 
lets you control which repeater ports and router ports will be used, 
and which AppleTalk—-IP gateway protocols will be supported. It lets 
you name individual devices and record comments about them. 


StarCommand simplifies network management—now and in the 
future. Use StarCommand along with your network map to set up, 
maintain, and troubleshoot a small or large network. The 
application’s flexible, easy-to-use interface displays statistics and 
changeable settings for multiple devices at once. StarCommand 
provides features that network managers need to quickly respond 
to users’ demands: access to devices over the network, 
customization of device details, password protection, event logging, 
and more. 


StarCommand is part of Farallon’s complete suite of hardware and 
software networking products. 


System requirements 


a Macintosh Plus or later model 
m@ System 6.0.4 or later version 
= §AppleTalk version 49 or later version 


a 768K RAM available (1,500 recommended, or 600K plus 15K 
per hub or router for large networks) 


@ Approximately 800K free disk space. 
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Farallon Customer Service 


Farallon Computing is committed to providing its customers with 
reliable products and documentation, backed up with excellent 
technical support. 


Before contacting Farallon Customer Service, look in this user’s 
guide for a solution to your problem. Check the index for a 
reference to the topic of concern. More information on Farallon 
Customer Service and Technical Support is found in Appendix T, 
“Farallon Technical Support.” 


About this manual 


This manual has four chapters, three appendixes, a glossary, and 
an index. Use this manual along with the user’s guides for your 
Farallon hubs and routers. Hub and router user’s guides, such as 
the StarController User’s Guide, the StarRouter User’s Guide, or 
the InterRoute/5 User’s Guide, provide you with installation and 
configuration instructions, and are primarily useful when you first 
install the product. This manual, the StarCommand 3.1 User’s 
Guide, provides general reference information for all StarCommand 
software functions, and is primarily useful during everyday 
operation and maintenance. If you plan to install your hub or router 
into a Farallon Concentrator, begin your installation process by 
consulting the Farallon Concentrator Installation and Configuration 
Guide. 


Chapter 1, “Getting Started,” lists installation instructions and 
includes a tutorial of basic StarCommand functions. 


Chapter 2, “StarCommand Windows,” describes the information 
and controls in each of the StarCommand windows. 


Introduction 


Chapter 3, “Understanding StarCommand,” provides an in-depth 
discussion of StarCommand topics. 


Chapter 4, “Menu Commands,” describes each menu command in 
detail. 


Appendix A, “Statistics,” defines the statistics displayed in the 
StarController Info and Port Info windows. 


Appendix B, “Power User Tips,” explains some ways to use 
StarCommand most efficiently. 


Appendix T, “Farallon Technical Support,” describes how to contact 
Farallon Customer Service and Technical Support, and what 
information to gather before you call, fax, or write. 


In this manual, the term “device” is frequently used to indicate a 
Farallon hardware product that is compatible with StarCommand 
3.1. Such devices include LocalTalk StarController hubs, Ethernet 
StarController hubs, StarRouters, InterRoute/5 routers, and 
Concentrator Interface Modules. 


The term “extended management devices” refers to devices that 
have a node name and address and can be controlled over 
AppleTalk. The StarController 357 and 377 hubs are extended 
management devices, as are the StarRouter, the InterRoute/5 
router, and the Interface Module for the Farallon Concentrator. 


The term “older hubs” refers to devices that do not have an 
AppleTalk node name or address and are transparent to the 
network. The StarController 207, 307, 407, and 507 are older 
hubs and must be managed via the management bus. Extended 
management devices can relay StarCommand signals to and from 
older hubs on the same management bus, however, allowing 
indirect management of older hubs over AppleTalk. 


Consult the glossary for definitions of other terms used throughout 
this manual. 
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StarCommand 3.1 features 


The following is an overview of StarCommand features: 


Controls and manages Farallon repeating hubs 

Use StarCommand to turn repeater ports on and off for 
StarRouters and LocalTalk or EtherTalk StarController hubs. 
You can also change repeater port interconnect settings 
(which control a LocalTalk port’s tolerance to fragments and 
jams), adjust link integrity settings (which control a LOBASE-T 
Ethernet port’s link integrity test), test branch wiring on 
LocalTalk ports, and reset hubs via software control. 


Controls and manages Farallon hardware routers 

Use StarCommand to configure and maintain the StarRouter 
and the InterRoute/5 router from Farallon. The StarRouter is a 
LocalTalk—EtherTalk router; the InterRoute/5 is a LocalTalk— 
EtherTalk router and a LocalTalk—LocalTalk router. These 
devices can help you to manage network traffic levels and 
improve network performance. In addition, both the StarRouter 
and the InterRoute/5 optionally provide AppleTalk-IP gateway 
services. Use StarCommand to choose routing between 
different combinations of LocalTalk, EtherTalk Phase 1, and 
EtherTalk Phase 2 networks. StarCommand also allows you to 
specify AppleTalk-IP gateway protocols for your router to use, 
in order to send specially prepared AppleTalk packets over IP 
networks, send specially prepared IP packets over AppleTalk 
networks, or use IP networks to connect AppleTalk networks 
at different locations. 


Supports the Farallon Concentrator 

The Farallon Concentrator is a space-saving mounting 
enclosure for Farallon hubs and routers. It simplifies network 
wiring through the use of a built-in Ethernet backplane and 
built-in LocalTalk interconnection circuits. You can now use 
StarCommand to manage all hubs and routers installed in 
Farallon Concentrators, as well as the Interface Module 
installed in each Concentrator. 
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Displays detailed device information 

StarCommand displays the name, model, and serial number 
of devices. You can also show traffic and error statistics for 
devices and individual ports. Choose from real-time counters 


- or graphs. 


Extended management devices: You can also display the 
AppleTalk node name and address of the device, and the node 
names and addresses of the nodes attached to the device’s 
repeater ports. 


Controls devices attached directly or over AppleTalk 
StarCommand can control all devices directly attached via the 
management cable to the modem or printer port of the 
network manager’s Macintosh. 


Extended management devices: StarCommand can control 
these devices through an AppleTalk connection to any 
Macintosh on the network. The AppleTalk connection can be 
the built-in LocalTalk port or the connector on an EtherTalk or 
TokenTalk adaptor. Extended management devices also relay 
commands to the management bus, so you can use AppleTalk 
to control older hubs that connect to the same managernent 
bus as an extended management device. 


Manages multiple devices simultaneously 

The Device List shows details and settings for many devices 
at once. You can modify the view to show comments, status, 
traffic or error statistics, port enable, port interconnect, or link 
integrity settings. You can also sort and print the information 
in the Device List. Managers of large networks will find the 
variety of view options and the Quick Find command especially 
useful for quickly locating devices and comparing settings 
between devices. 
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Informs you when network events occur 

StarCommand helps you manage the network by alerting you 
regarding jammed ports, disconnected devices, and other 
critical network events. StarCommand displays an alert icon 
alongside the device or port in question and writes a 
description of the alert condition in the Session Event Log. 
You can also have StarCommand notify you when an alert 
occurs by beeping or displaying the Session Event Log. 
StarCommand works with Apple’s Notification Manager, so 
you can run StarCommand in the background under 
MultiFinder or System 7 and still receive network alerts. 


Add comments to identify devices and ports 

StarCommand allows you to enter comments and a name for 
each device and each repeater port. If you use StarCommand 
to enter information about the users connected to each 
repeater port, you can more readily identify any users who may 
be affected by a jammed port or other error condition. 


Two types of password protection 

You can assign a password to a StarController file. This file 
stores preferences, settings, comments, names, and more. A 
password keeps unauthorized users from tampering with the 
information in the file. Your ability to respond quickly to a 
network crisis may depend upon the integrity of the 
information in this file. 


Extended management devices: You can use a password to 
ensure that unauthorized users do not accidentally or 
intentionally control extended management devices or any 
devices directly attached to these devices through the 
management bus. Once a device is password protected, a 
user running StarCommand over the network can view 
information, but only a user with the correct password can 
control the device. 
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Wiring the management bus 


Before you can run StarCommand and manage devices, you need 
to interconnect the devices. If your hubs and routers are stand- 
alone devices, see the hub or router user’s guides for information 
on how to connect devices to a management bus and terminate the 
bus properly. If you will be using a Farallon Concentrator, see the 
Farallon Concentrator Installation and Configuration Guide for 
information on using the built-in Concentrator management bus. 


The illustration below summarizes device interconnection. A 207, 
307, and 357 hub are interconnected by AppleTalk and the 
management bus, and the network manager’s Macintosh is 
connected via the management cable. The management cable is 
usually plugged into the modem port on the network manager’s 
Macintosh. 


You can run StarCommand from the network manager’s Macintosh 
and control all the devices. 


Because the 357 hub is an extended management device, you can 
also run StarCommand from any Macintosh on the network and 
control all the devices over the AppleTalk connection. 


I 


Older hub 
AppleTalk cable 
Macintosh 
connected 
via AppleTalk 
Older hub 


AppleTalk cable 


Extended 
management 
device 


AppleTalk 
cable 


Network manager’s 
Macintosh connected 
via AppleTalk and Management cable 
management cable 
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Getting Started 


This chapter describes how to install StarCommand and what to 
expect when you open the application for the first time. Also 
included are some common problems encountered when you first 
learn how to use StarCommand. 


Installing StarCcommand 


1. Insert the StarCommand disk. 


2. Copy the StarCommand application to your hard disk or a 
floppy disk. 
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Quick start 


This section is designed to help the novice StarCommand user get 
started with the application. It describes how to open the 
application, display devices on the network, display detailed device 
information, change device names, and save the StarCommand 
file. Once you complete these steps, you should be ready to use 
StarCommand and find the specific information you need in the 
remaining chapters of this manual. 


1. Check your network connection. 
Before you can use StarCommand, make sure that the 
Macintosh you're using to run StarCommand is connected to 
your Farallon hubs and routers through AppleTalk or the 
management bus. For details on wiring the management bus, 
see the user’s guide for your hub or router. If you plan to 
control devices over AppleTalk, be sure AppleTalk is active in 
the Chooser. 


2. Open StarCommand and view the devices. 
When you double-click the application icon, StarCommand 
creates a new, untitled StarCommand file and begins 
searching for devices. By default, StarCommand searches for 
devices on the management bus (through the modem port) 
and for devices on AppleTalk in your zone. In most cases, 
devices appear a few seconds after the Device List opens. For 
large or very busy networks, some devices may take a few 
minutes to appear. 


It’s a good idea to choose Set Preferences from the File menu 
and check to see which search options are currently selected. 
The options listed under Communicate With Devices Via 
control which connections StarCommand uses to search for 
devices. Be sure to turn off the connections that do not apply 
to you. 


The connections you select 
determine where StarCommand 
searches for devices. 
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StarCommand Preferences 


Communicate with devices via: SP RGralh Eevee ta Sanborn 
x] AppleTalk (Quer the Net) eb S1bar 

—J Modem Port (Mgmt Cable) 6th Floor 

L] Priater Port (ami Cehie! Cleveland 

Demo Room 


If you select the AppleTalk 
connection, you can choose 
which zones to search. 
(Shift-click for multiple 
selections.) 


The pop-up menu lets you 


Ethereal World 
Alert by: GatorZone 


o> (] Beeping Kansas 
E=] 1 Opening Session Event Log ei AL le 


© (Flashing Icon when Search All Zones 


Running in Background 


(ca) 


If no devices appear after you select the appropriate search 
options, see “Problems Encountered When Learning 
StarCommand,” later in this chapter. 


Use the pop-up menu to display information and settings. 
The Device List has a pop-up menu that lets you show 
different information and settings. Try selecting each option in 
the pop-up menu. 


Untitled 


A F, aration & Comments 


Total Name, Model, and 


show information or 
settings for all devices at 
the same time. 


4 Serial Number interconnects 


4th Floor North Link Integ. Enables 


PN37? StarControler 
09-20329 


Repeater Traffic (Bytes) 
Repeater Errors 


Hal's Hub 
PN3S7 StarControler 
09-13021 


Double-click a hub icon 
to display the Port List 


Open the Port List. 

The Port List shows information and settings for the repeater 
ports of any selected repeating device. Double-click the device 
icon in the Device List to display the Port List. 


Hal's Hub 
Hal's Hub Repeater Traffic % v 


PN357 StarController 


100 
09-13021 
Firmware Version 1.0 5 
Status: OK 


in) 
Last 2 minutes Last 10 seconds 


ff Port Name 


1 [fi] Port 1 12,376 4.0% a 4| _—aa | 
2 [im] Port 2 0 00% xX» C_] 
3 [BB] Port 3 o 00% Y® CJ 
4 [A] Port 4 o 0.0% & | 
5 [il test port 157,392 586% & | 
6 [im] Port 6 0 00% & =| 
7 |i] Port 7 0 00% & CL] 
8 [fm] Ports o 0.0% & | 
9 [A] Port 9 o 00% & LC] 
10 [fm] Port 10 o 0.0% & =| 
11 [M] Port 11 o 00% & | 
12 <unnamed> 3,512 0.0% i | 


Change a port name. 

Entering a descriptive port name helps you identify users and 
workstations in the future. To type in a new name, click the 
old name and begin typing. Extended management hubs 
automatically use names of AppleTalk nodes that are 
connected to the repeater ports as port names. 


To change the port name, 
click it and type in a new 
name 


_———eeSSSSSSSSSSSSSSESSeeae SS SSSSSSS===—S===== 


Repeater Traffic % Vv 


Status : OK 


f Port Name 


3 |] Port 3 

4 [MA] Port 4 

5 test port 
6 |] Port 6 

7 Port 7 

8 [fi] Ports 

9 [WA] Port 9 

10 [gh] Port 10 
11 |i) Port 11 
12 <unnamed > 


Hal's Hub 
PN357 StarControler 
09-13021 
Firmware Version 1.0 


72,456 
nt) 
oO 
0 
1,495,448 


ao oo oo o& 2 6 


3,512 
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Last 2 minutes 


1.7% 
0.0% 
0.0% 
0.0% 
46.0% 
0.0% 
0.0% 
0.0% 
0.0% 
0.0% 
0.0% 
0.0% 


100 
7 
So 
25 


HH RX HR 


Last 10 seconds 


Traffic (Bytes) w Traffic Errors 


® Note: Port Lists are available for devices that have 
repeating ports, such as LocalTalk or EtherTalk 
StarController hubs or StarRouters. To completely 
configure a StarRouter or InterRoute/5 router, however, 
you must use additional commands that can be found in 
the Router menu. For information on the commands in 


the Router menu, see Chapter 4. For detailed 


configuration instructions, see the user’s guide for 


your router. 


Save the StarCommand file. 
StarCommand files save your preference settings, device 
names, port names, comments, device sort order, window 
sizes and positions, and extended management device 
passwords. To save a StarCommand file, choose Save from 
the File menu. The standard directory dialog box appears. 
Name the file, choose a destination directory, and click Save. 


fee 


LY LL NS A NN PSN NE NS OE BT EHTS CTE NAT 
Problems encountered when learning 


StarCommand 


Problem: The Device List remains blank and no devices appear 
after opening StarCommand. 


Solution: Any of the following solutions may apply to your situation: 


m@ ~The AppleTalk wiring or management cable is not attached to 
your Macintosh. See “Wiring the Management Bus” in the 
Introduction for an overview, and see your hub or router user’s 
guide for details. 


= The communications settings in the Preferences dialog box 
are incorrect. Choose Set Preferences from the File menu to 
change the settings. If you have a management cable 
attached to the modem or printer port on your Macintosh 
computer, select that port. If you do not have a management 
cable attached to your Macintosh computer, select AppleTalk 
and the zones that contain your extended management 
devices. You must either have at least one extended 
management device, or you must use a Management cable to 
connect your Macintosh to the management bus. 


B Searching is not active. If the search indicator in the upper 
right corner of the Device List does not rotate, choose 
Searching On from the Control menu. 


Problem: The AppleTalk checkbox is dimmed in the Preferences 
dialog box. 


Solution: AppleTalk is switched off for the Macintosh. 


= => For Macintosh computers running System 7: Quit 
StarCommand, open the Chooser, select the AppleTalk radio 
button for Active On Restart, restart your Macintosh, and 
reopen StarCommand. 


= = For Macintosh computers running earlier System versions: 
Quit StarCommand, open the Chooser, switch AppleTalk to 
active, and reopen StarCommand. 
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Problem: It is difficult to locate a device in the Device List as most 
are named “Unnamed x”. 


Solution: Look on the molded plastic case or Concentrator front 
panel of each device to find its serial number. Select Quick Find 
from the Control menu, choose the device type from the pop-up 
menu, type in the serial number, and click the Find button. 
StarCommand automatically highlights the correct device in the 
Device List. For easy identification in the future, type in a 
descriptive device name for each device, such as “5th Floor Master 
Hub,” and save the StarCommand file. 


Problem: You cannot change the settings for a particular device. 


Solution: The device is password protected or is directly attached 
to an extended management device that is password protected. 
Select the device, choose Enter Password from the Control menu, 
and type in the correct password. 


Problem: The Device List constantly re-sorts. 


Solution: StarCommand re-sorts the Device List every time it 
locates a new device. Select Unsorted from the View menu to direct 
StarCommand to add new devices to the end of the Device List. Or 
you can deselect Searching On from the Control menu to stop 
searching for new devices. 


Problem: The Session Event Log constantly reopens. 


Solution: StarCommand is receiving network alerts and 
automatically displaying the Session Event Log. Select Set 
Preferences from the File menu and deselect the Alert By Opening 
Event Log option. Network events will still be posted and you can 
view them at any time by choosing Show Session Event Log from 
the File menu. 


| 6] crower 


Problem: The names and comments you entered during a previous 
StarCommand session no longer appear. 


Solution: Perhaps you forgot to save the StarCommand file during 
the previous session, or you didn’t reopen the StarCommand file 
during the current session. In addition to storing device names, 
port names, and comments, the StarCommand file stores 
preferences, sort order, passwords, and window sizes and 
positions. It’s a good idea to save the StarCommand file whenever 
you make changes to it. 


Problem: Response time is slow when controlling devices over 
AppleTalk. 


Solution: Network traffic is heavy. Consider reconfiguring the 
network with additional routers to reduce traffic on any single 
network. If possible, run StarCommand over the management bus. 


Problem: Response time is slow, some devices do not appear in 
the device list, device settings change without warning, or devices 
do not operate properly. 


Solution: Two people may be using StarCommand simultaneously, 
from different Macintosh computers. Run only one StarCommand 
session at a time. 


This is the end of the quick start. The next chapter describes each 
of the StarCommand windows. 
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StarCommand Windows 


This chapter describes the seven most important windows in 
StarCommand. You can quickly learn about the StarCommand 
features by reviewing the windows. 


The following windows are described: 
= Device List 

= ~~ Port List 

@ Device Info window 

# ~~ Port Info window 

@ Session Event Log 

= ~Router Event History 


@ Routing Table. 


18 | Chapter 2 


Device name 


Device List 


The Device List is one 
StarCommand. It displ 


of the most important windows in 
ays a list of the devices on the network, 


including LocalTalk and EtherTalk StarController hubs, StarRouters, 
InterRoute/5 routers, and Farallon Concentrator Interface Modules. 
You can also display detailed information about these devices and 


change some settings 


from the Device List. 


StarCommand searches for devices through the connections 
selected in the Preferences dialog box. With searching enabled, 
devices appear in the list as StarCommand finds them. 


This user-defined name helps you identify devices in 
the Device List. You can change a name 

by clicking it and typing a new name. This name is 
stored in the StarCommand file and is for your 
reference. Extended management devices also store 
the device name in firmware. 


Alert icon 
An icon appears 
alongside a device 


Device model and serial number 

The model indicates the type of router, hub, or 
other device. The serial number shown matches 
the serial number on the device, except on 
StarController 207 hubs, where the serial 
number is the decimal equivalent of the DIP 
switch setting for the hexadecimal management 
address. 


Search indicator 
This indicator rotates 
when searching is in 


progress. 


Ron’s File 


should a network 
event occur, such 


as port jamming. Tota 


= 


“2 Farallon’ 


Name, Model, and 
Serial Nurnber 


Details of the 
event are saved in 
the Session Event 
Log. Shortcut: 
Double-click the 
alert icon to 
display the Session 
Event Log. 


—s 


Device icon 

An icon representing each 
device appears in the list. 
Shortcut: Double-click a 
device icon to display the 
Port List for hubs or the 
Device Info window for 
non-repeaters. 


Marketing Hub 

PN3S7 StarContfoller 
09-13021 

Accounting hub 


PNSO? StarController EN 
O7-00386 


Pop-up menu 

By default, this portion of the 
window shows repeater port enable 
settings for each device. Use the 
pop-up menu to display comments, 
status, traffic, or errors, or 
checkboxes for the port interconnect 
or link integrity settings. 


StarCommand 


pabacacatatarananabanats Mi + 
_ 


Gola. seks Error indicator 
ky This indicator fills in when 
10 1112 — 
an error occurs on any 
repeater port of the 
op device. 

Nea 

a 
Pencil icon 


This icon indicates that 
the device is password 
protected. A pencil with 
no slash indicates that you 
can control the device. A 
pencil with a slash 
indicates that the device 
has a read-only status. 
Shortcut: Double-click the 
pencil icon to display the 
password dialog box. 


Traffic rate 

A graphic 
representation of 
repeater traffic for the 
device as a percentage 
of total network 
capacity. 


Comments 
Status 


Enables 
Interconnects 
Link Integ. Enables 


Repeater Traffic (Bytes) 
Repeater Errors 
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Pop-up menu 


Comments 

Displays a portion of comments that have been entered for the 
devices. To view all comments for a device or to change the 
comments, open the Device Info window by selecting a device and 
choosing Device Info from the Control menu. 


Status 

Shows the current device status, for example, “OK,” “Port Jam,” or 
“Disconnect.” Additional details about an alert status appear in the 
Session Event Log. 


Enables 

Displays checkboxes to switch repeater ports on and off. A check 
indicates that a port is switched on. Click a checkbox to toggle a 
port on or off. This setting applies to StarController 207, 307, 357, 
377, 407, and 507 hubs, and to StarRouters. 


Interconnects 

Displays checkboxes to switch port interconnect settings on and 
off. This setting is used for ports that are connected to other 
Farallon repeater ports, rather than to AppleTalk nodes. Technically, 
this setting controls a LocalTalk port’s tolerance to fragments and 
jams. This setting applies to 307, 357, and 377 hubs and to 
StarRouters. See the StarController User's Guide or the StarRouter 
User’s Guide for more information about the port interconnect 
setting. 


Link Integrity Enables 

Displays checkboxes to switch link integrity settings on and off. 
This setting controls a LOBASE-T Ethernet port’s link integrity test. 
This setting applies to 507 hubs only. See the StarController EN 
User's Guide for more information about the link integrity setting. 


Repeater Traffic (Bytes) 
Displays total repeater traffic in bytes and total repeater traffic as a 
percentage of the total bandwidth of the network. 


Repeater Errors 
Displays the total number of errors detected by the repeater. 
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Port List 


This window appears when you select a StarController hub or 
StarRouter in the Device List and select Open Port List from the 
Control menu. You can also display this window by double-clicking 
the icon for a repeating device in the Device List. 


Status Window header 
Shows the current device 

status, for example, “OK,” 
“Port Jam,” “Off Line,” or 


“Disconnect.” 


anywhere in the wi 


Shortcut: Double-click 


ndow 


header to display the 
Device Info window. 


Traffic or error percentage graph 

Displays a graphical representation over time of number of 
errors per second or of hub traffic expressed as a 
percentage of the total capacity of the hub’s network. Use 
the pop-up menu to select either traffic or errors. LocalTalk 
hubs display information on a linear scale, while Ethernet 
hubs display information on a logarithmic scale. 


Hal’s Hub Traffic rate 


&} Hal’s Hub 
PN357 StarCont 
0939-00004 
Port number and icon 
Shortcut: Double-click the 
icon to show the Port Info 


window containing details 
and statistics. 


Status: OK 


Port Name 


11 [ii] Port 1 


2 [MM] 192.100.987.140 
3 fal Customer Server 
4 [A] Alison wenstry 
5 [MB] Simon's Pc 
Alert icon 6 [A LiaisonGW Server 
Anicona ars [i] <unnamed> 

con appears over a A miiats 
port number should a 9 [Mi] diat-in 1 
network event occur, such 10 [ii] Katies PC 
as a port jamming. 
Shortcut: Double-click the 
alert icon to display the 


Session Event Log. 


192.100.87.135 


TechSports 


Port name 
This user-defined name helps you identify ports 
in the Port List. You can change the name by 
clicking it and typing in a new name. 


Firmware Version 1.0 


roller 


menu 


Use the pop-up menu to 
display comments, status, 


Information pop-up 


[Repeater TrafficlS | [Repeater TrafficlS | 1% A graphic 
representation 
of traffic on 

Last 2 minutes Last 10 seconds this port asa 
percentage of 
o} cow the traffic 


3,364,428 | 0.0% 


capacity of the 


8,501,908] 1.4% 
hub’s network. 


6,416,356] 0.0% 
3,610,184] 0.0% 


CUUODUCQUC0LN: 


4,775,164] 0.0% Error 
2,073,588 0.0% indicator 
384 238 0.0% oar . 

sieze'ora'|l iene This indicator 
3,847,444 | 0.6% fills in when 
98,204,164) 1.2% an error occurs 
50,221,652 48% 

on the port. 


Settings pop-up menu 

This column shows port enable 
settings for each port. Use the pop- 
up menu to display checkboxes for 


test results, port traffic the port interconnect or link 
statistics, or errors. Traffic integrity settings. 
statistics are shown in bytes 


and as percentages of the 
traffic capacity of the hub’s 
network. 


Comments 
Status 


Traffic (6 
Errors 


Test Results 


¥ Enables 


Interconnects 
Link Integ. Enables 
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Pop-up menus 


Comments 

Displays one line of comments for each repeater port. To view more 
comment lines or change a comment, select a port icon and open 
the Port Info window. 


Status 

Shows the current device status, for example, “OK,” “Port Jam,” 
“Off Line,” or “Disconnect.” See the Session Event Log for details 
about an alert status. 


Traffic (Bytes) 
Displays repeater port traffic in bytes and repeater port traffic as a 
percentage of total network capacity. 


Errors 
Displays the error counters for the repeater ports, and the amount 
of errors as a percentage of total traffic. 


Test Results 

Displays results of line tests for repeater ports on 207, 307, 357, 
and 377 hubs or StarRouters. StarCommand automatically changes 
to this menu option after you initiate a test on one or more ports. 


Enables 

Displays checkboxes to switch repeater ports on and off. A 
checkmark indicates that a port is switched on. Click a checkbox to 
toggle a port on or off. 


Interconnects 

Displays checkboxes to switch LocalTalk repeater port interconnect 
settings on and off. This setting controls a LocalTalk port’s 
tolerance to fragments and jams. A check indicates that port 
interconnect is on. This setting applies to 307, 357, and 377 hubs 
and to StarRouters only. See the StarController User’s Guide or the 
StarRouter User’s Guide for more information about the port 
interconnect setting. 


Link Integrity Enables 

Displays checkboxes to switch link integrity settings on and off. 
This setting controls a LOBASE-T Ethernet port’s link integrity test. 
A checkmark indicates that link integrity is switched on. This setting 
applies to StarController EN (507) hubs only. See the StarController 
EN User’s Guide for more information about link integrity settings. 


Device Info window 


The Device Info window shows statistics and comments for a 


device. 


This window is displayed by selecting a device in the Device List 
and then selecting Device Info from the Control menu. The exact 
contents of the window vary depending upon the type of device 
displayed. You can scroll the fields in the window, or drag the split 
bars up or down to change the size of portions of the window. You 
can also display this window by double-clicking on the device icon 


in certain windows. 


Status == Device Info 
Shows the current device LL ee 
status, for example, tances Gunso 1.0 
“OK,” “Port Jam,” or Status: OK 


"Disconnect ” Statistics : 
‘ LT Repeater Traffic (Bytes): 
LT Repeater Traffic (Packets): 


LT Total Errors: 

LT Mgmt Traffic (Bytes): 

LT Mgmt Traffic (Packets): 

Network Information: 
Name: — Hal’s Hub 


Type: StarController 357 
Zone: Sth Floor 
Address: 4.25.254 


Comments: 


AppleTalk information Located in the 4th floor wiring closet 
(Extended management 
devices only) 

Shows the network name, 
type, zone, and address for 
the device. If StarCommand 
has not established AppleTalk 
communications with the 
device, StarCommand displays 
the address as 0.0.0. 


Comments 
You can type in up to 1024 characters. 


Device name, model, serial 
number, and firmware 
version 


Statistics 

Displays total traffic and error 
figures for the device. The fields vary 
depending upon the type of device 
displayed. The counters may initially 
appear as “Pending” as 
StarCommand polls the device for 
statistics. The fields vary depending 
on the type of device. For more 
information on statistics, see 
Appendix A. 


| 
| 
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Port Info window 


The Port Info window shows statistics and comments for each 
repeater port. 


This window is displayed by selecting a port in the Port List and 
selecting Port Info from the Control menu, or by double-clicking a 
port icon. The exact contents of the window vary depending upon 
the type of device displayed. You can scroll the fields in the window 
or drag the split bars up or down to change the size of portions of 
the window. 


poy 


Port Info 


Simon's PC 
Port S 

Hal’s Hub 
o3-00004 
Status: OK 
Statistics: 
Traffic (Bytes): 3,620,072 
Fragments : 344 
Jams: fa) 
Traffic (Packets): 134,986 


Net.Node: 


Status 

Shows the current device 
status, for example, 
“OK,” “Port Jam,” or 
“Disconnect.” 


Port name, port number, device 
name, and serial number 


Statistics 

Displays traffic and error figures for the 
port. The fields vary depending upon the 
type of device displayed. The counters 
may initially appear as “Pending” as 
StarCommand polls the device for 
statistics. The 207 and 407 hubs do not 


Museyroorm 
Simon's PC 


Comments: 


Wires are located in the ceiling. 


AppleTalk information 
(Extended management 
devices only) 

Shows the node name and number 

for every device attached to the port. 


Comments 


have any individual port statistics. For 
more information on statistics, see 
Appendix A. 


You can type in up to 1024 characters. 
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Alert entries 

Entries include an event 
description, date, time, 
device serial number, port 
number, test results, and 
other details. 


Session Event Log 


The Session Event Log records network events that have occurred 
while running StarCommand. For example, an entry is posted when 
a repeater port jams, when a device is no longer responding, or 
when a device has been reset. An entry is also posted when you 
test a repeater port’s line quality. The Session Event Log records 
events for all devices in the device list, unlike the Router Event 
History, discussed later in this chapter, which records information 
that is specific to the individual device selected. This command 
appears in the File menu. 


Help text 
Select an alert entry to display additional 
information about the alert. 


| 


Session Event Log 


A i Click on an entry in the list below to get more information. 


6:17:24 PM Marketing Hub StarController not responding 
Wed, Aug 28,1991 09-13021 


6:17:23 PM Accounting 6th Floor StarController not responding 
Wed, Aug 28,1991 01-00063 


Selected Router 

Displays name, device type, 
serial number, and firmware 
version. 


Event entries 

Entries include an event 
description and a date and 
time. 
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Router Event History 


The Router Event History is available only for Farallon hardware 
routers, such as the StarRouter and the InterRoute/5 router. Each 
of these devices keeps track of the last 128 network events that 
directly affected it, such as warm boots, cold boots, and 
reprogramming of Flash-EPROMs. The Router Event History 
command displays this information for the device that is selected 
in the Device List. This command appears in the Router menu. 


Help text 
Select an alert entry to display additional 
information about the router event. 


Router Event Histary 


StarRouter 

PN6S7 StarRouter 
OB-00017 

Firmware Yersion 1.0a5 


2:55:12 PM 
Tue, Jun 9, 1992 


i Click on an entry in the list below to get more 
! information. 


AppleTalk Phase 1 interface is up 


2:55:07 PM 
Tue, Jun 9, 1992 


AppleTalk Initialization Completed 
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Routing Table 


The Routing Table shows AppleTalk routing information for all the 
AppleTalk networks on your internet, including IPTalk networks. 
Each row of the routing table represents one network. The Routing 
Table window also shows statistics related to AppleTalk routing. 


The Routing Table window is available only for internets that 
contain at least one Farallon hardware router, such as a StarRouter 
or InterRoute/5 router. To display this window, select a router in 
the Device List, and choose Show Routing Table from the Router 
menu. 


Statistics 


Routing Table 


StarRouter BrRqs In = 60 LkUps Out = 
PN657 StarRouter Rtmp/Zips = 296 Pkts Frwd = 
OB-00017 Rx Errors = 0 Tx Errors = 
Firmware Version 1.0a5 No Buffer = 0 Inval Prt = 
HopOvrFlo = 0 Inval Net = 
Bad Cksum = 0 Filtered = 


Selected Router 


Cumulative Traffic 
Received as of 
Router Net.Node | 11:51 AM 6/8/92 
Zone Name Net Number Port Number | Percent Packets 


Information about ———W—_______ Ether Talk Phase 2 

iadividiual nelwmartis ee eee 
LocalTalk 1 
LocalTalk 2 


LocalTalk 3 


LocalTalk 4 


LocalTalk StarRtr 


Statistics 


Shows statistics related to AppleTalk routing and gateway services. 
For more information on statistics, see Appendix A. 
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Save 


Saves statistics and routing table information to a tab-delimited 
text file. 


Clear 


Sets all routing statistics displayed in the Routing Table window to 
zero. 


Zone Name 


Shows the zone name associated with each LocalTalk, EtherTalk 
Phase 1, or IPTalk network. For EtherTalk Phase 2 networks or 
TokenTalk networks with multiple zones, the zone name displayed 
is the name of the default zone. 


Net Number 


Shows the AppleTalk network number or range of numbers 
configured for each network. 


State 


Gives a qualitative indication of how recently the selected router 
has received router information packets from the indicated network. 
“Good” indicates recent traffic, “Suspect” indicates that there may 
be communications problems with the indicated network, and 
“Bad” indicates a definite communications problem. 


Hops 


Indicates how many additional routers packets must pass through 
to travel from the selected router to the indicated network. 


Router Port 


Indicates which one of the selected router's ports is used to 
communicate with the indicated network. 
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Net.Node Number 


Indicates the router port address to use when transmitting to each 
network listed in the left-hand column. 


a For a network that is connected to the selected device (hops 
equal to 0), Net.Node Number indicates the network number 
and node number of the device’s own router port on that 
network. 


a For a network that.is not directly connected to the selected 
device (hops equal to 1 or greater), Net.Node Number 
indicates the port address of the next router that should 
receive any packet that is destined for the indicated network. 


Cumulative Traffic 


Indicates the amount of traffic the selected device has received 
from the indicated network, expressed both as packets and as a 
percentage of total traffic. 
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Understanding Starcommand 


This chapter describes StarCommand concepts in detail. It also 
references many of the commands that are documented individually 
in Chapter 4, “Menu Commands.” This chapter is useful to new 
StarCommand users or to users who want more details about how 
StarCommand operates. The topics are broken down into these 


categories: 

@ Searching for devices 

@ Displaying data in the Device List 

= ~=Information saved in a StarCommand file 

m Adding names and comments to a StarCommand file 
m Password protecting extended management devices 
m Extended management devices 

@ Recording network events in the Session Event Log 
m About statistics 

& Omitting devices from a StarCommand file. 
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The connections you select 
determine where StarCommand 
searches for devices. 


If you select the AppleTalk 


Searching for devices 


StarCommand can search for devices connected through AppleTalk 
or the management bus. The Set Preferences dialog box lets you 
specify which connections to use to search for devices. You can 
select one or both serial ports (modem and printer ports) if you 
have a management cable directly attached to a serial port. You 
can select AppleTalk if your Macintosh is connected to an 
AppleTalk network and you would like to control devices over the 
network. You can select both AppleTalk and the serial ports; 
StarCommand can search for devices through multiple connections 
simultaneously. Should StarCommand detect two or more paths to 
the same device, it uses either path. 


StarCommand Preferences 


Communicate with devices via: AppleTalk Zones to Search: 
4th Floor 
Sth Floor 
6th Floor 

L] Printer Por? {signi Cable? Cleveland 

Demo Room 


connection, you can choose 
which zones to search. 
(Shift-click for multiple 
selections.) 


Ethereal World 


Alert by: GatorZone 
> C] Beeping Kansas 


CJ Opening Session Event Log BS Etettalk 


© CiFlashing Icon when - Search All Zones 


Running in Background 


Once you have selected the connections to use for searching the 
network, StarCommand begins looking for devices whenever 
Searching On is selected. The search indicator in the upper right 
corner of the Device List rotates to confirm that searching is in 
progress. 


For more information on management wiring, see “Wiring the 
Management Bus” in the Introduction to this manual, and consult 
the user’s guides for your Farallon hubs and routers. 


Related commands: Set Preferences, Searching On. 


The pop-up menu lets you 
show information or 
settings for all devices at 
the same time. : 
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Displaying data in the Device List 


The Device List can display detailed information for multiple 
devices at the same time. Once StarCommand locates a device, it 
displays the model number, serial number, and a name for the 
device. You can use the pop-up menu to show comments, status, 
repeater traffic totals, or error totals, or change the repeater port 
enable, repeater port interconnect, or link integrity settings for the 
devices that use these settings. You don’t need to open the Port 
List to access the repeater port settings. 


If you have a large number of devices on the network, you can 
display a condensed view, showing even more devices at the same 
time. 


You can sort the devices by name, serial number, model, or status, 
making it easier to locate a particular device. 


Untitled 


Farallon’ eam 


Total Name, Model, and 


4 Serial Number a 
Interconnects 


4th Floor North Link Integ. Enables 


PN37? StarControler 
09-20329 


Repeater Traffic (Bytes) FF 
Repeater Errors 


Hal's Hub 
PN357 StarControler 
09-13021 


Related commands: New, Open, Expanded View, Condensed View, 
Sort Commands. 


Information saved in a StarCommand file 


The StarCommand file stores many different types of information, 


including: 

| Names for devices and repeater ports 

| Comments about devices and repeater ports 
m Notification and search path preferences 

@ ~~ Sort order 

m Window positions 

@ Window sizes 

m Passwords for extended management devices. 


It’s a good idea to save the StarCommand file whenever you make 
changes to it. 


Related commands: Open, Close, Quit, Save, Save As. 
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Adding names and comments to a 


StarCommand file 


Adding names and comments to a StarCommand file helps you 
identify devices and ports on the network. Your network map should 
contain detailed information about device names, locations, and 
workgroups, along with port numbers, the names of workstations 
attached to ports, and so on. You can enter most of these details 
directly into the StarCommand file. A well-documented 
StarCommand file makes network management easier, especially 
for a large network. 


When you create a new, untitled StarCommand file, StarCcommand 
assigns default names to the devices that appear in the Device 
List. The default device name is “Unnamed x,” where “x” is a 
positive whole number. For older hubs, these default names will be 
displayed until you change them. For extended management 
devices, which can store their own device names, the default 
names appear only momentarily, while StarCommand copies the 
current hub, Concentrator, or router name from device memory into 
the Device Name field of the StarCommand file. 


You can enter device names for all devices in the Device List, to 
identify the physical location of a device (“4th Floor”) or the name 
of the workgroup attached to device (“Marketing”). When you enter 
a device name for an extended management device, the name is 
stored on the device itself. If you save your StarCommand file, 
device names are also stored in the file. Device names for older 
hubs are stored only in the StarCcommand file. When you open a 
StarCommand file that contains saved device names, the names 
that were saved with the file are always the names that are 
displayed, even if other StarCommand files use different names, or 
different names were later stored on extended management 
devices. 


You can enter device comments in the Device Info window. These 
can include descriptions or notes to supplement device names. 
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When you create a new, untitled StarCommand file, StarCcommand 

also assigns default names to the repeater ports. The default port a 
name is “Port x,” where “x” is a number from 1 to 24. For older 

hubs, these default names will be displayed until you change them. —_ 
For extended management devices, these default names appear 

only momentarily, while StarCommand gathers information about ined 
the AppleTalk nodes using the repeater ports and copies their 

AppleTalk node names into the Port Name field of the Port List. ret 
These node names may be the User Name, Owner Name, or other 

AppleTalk name assigned to the computer, printer, or other device. — 
If multiple nodes are attached to a repeater port, StarCommand 

copies only one node name into each Port Name field. This name is ban 
the node name that would appear last in an alphabetical list. 


You can enter port names in the Port List to identify the location of — 
network wiring or the name assigned to the AppleTalk node 

attached to the port. If you save your StarCommand file, the port me 
names you enter will be stored in the file. When you open a 

StarCommand file that contains saved port names, the names that ina 
were saved with the file are always the names that are displayed. 

This is the case even if other StarCommand files use different — 
names, or if the AppleTalk nodes themselves have changed their 

names. To have StarCommand use the most current AppleTalk — 
node names available, use the Update Port Names command. 


Repeater port comments are entered in the Port Info window and 
can include descriptions or notes to supplement port names, such 
as the information needed to trace the wires to the port. ome 


> Important: Remember to save the StarCommand file = 
whenever you make changes to names or comments. It is also 
a good idea to periodically make a copy of the StarCommand aes 
file as a backup. 


Related commands: Open Port List, Device Info, Update Port 
Names, Port Info. 


Ww 
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Password protecting extended management 
devices 


The device password feature helps you keep unauthorized users 
from accidentally or intentionally disrupting the network. Device 
passwords restrict access to device controls and settings whenever 
StarCommand is being run over an AppleTalk network. Device 
controls include resetting a single device, changing the node name, 
resetting the statistics, testing ports, and reprogramming a device. 
Device settings include repeater port interconnect settings, 
repeater port enable settings, link integrity settings, and all router 
configuration settings. (If the user does not have read-write access 
to a selected router, the configuration commands in the Router 
menu are dimmed, preventing the user from viewing router 
configuration settings.) 


Device passwords do not affect any user’s ability to view repeater 
information, routing tables, session event logs, or router event 
histories. 


> Note: StarCcommand uses device passwords only to restrict 
control commands and setting changes that are to be sent 
over AppleTalk networks. Management bus traffic is not 
affected by device passwords. 


Device password planning 


Effectively restricting access to device controls and settings 
depends on restricting access to the management bus. 
StarCommand signals that travel over the management bus can 
change the controls or settings of a device even if the 
StarCommand user does not have the correct device password. 
There are two methods of transmitting StarCommand signals to the 
management bus: 


= Through a management cable 


@ ~=Through an AppleTalk connection to a management gateway. 


Me cies 


Both methods are discussed in the following paragraphs, along with 
recommendations for ensuring that device controls and settings are 
changed only by authorized users. 


Management cable connection. A management cable may 
connect the network manager’s Macintosh directly to the 
management port of a hub, router, or Interface Module. If 
StarCommand is set to communicate via the management 
cable but not AppleTalk, all devices that are connected to the 
management bus behave as though they were set for 
read/write access. Thus, with a management cable 
connection, a StarCommand user can change controls and 
settings of any devices that are connected to the management 
bus, even if he or she does not know the correct device 
passwords. 


To prevent unauthorized users from changing to controls and 
settings via management cable connections, restrict access to 
any Macintosh directly connected to the management port of a 
hub, router, or Interface Module. Remember to restrict both 
physical access and electronic access through screen-sharing 
software. 


AppleTalk connection to a management gateway. The 
StarCommand Set Preferences dialog box allows you to 
communicate with devices via the management cable, 
AppleTalk, or both. If you enable communication via AppleTalk, 
you have a choice of which zones StarCommand will search in 
when looking for devices. 


Whenever StarCommand finds an extended management 
device through an AppleTalk connection, that device can be 
used as a management gateway. This means that it can relay 
StarCommand signals between AppleTalk and the 
management bus. To prevent unauthorized changes to 
controls and settings, make sure that every extended 
management device in your internet has a device password. 
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If an extended management device acting as a management 
gateway has no device password, or if the user enters the 
correct password for that device, StarCommand transmits all 
signals to the management gateway, which forwards the 
signals to the management bus. This provides the user with 
read/write access to the controls and settings of all devices 
that StarCommand has found over the management bus. 


If the user does not enter the correct password for a 
management gateway, StarCommand will not send control 
commands or settings changes over AppleTalk. 


Depending on your network layout, traffic, and StarCcommand 
preferences, different devices may serve as management 
gateways at different times. This is because after the first 
extended management device is found over AppleTalk, other 
extended management devices may be found either over 
AppleTalk or over the management bus. If they are found over 
AppleTalk, they can serve as management gateways for that 
session. If they are found over the management bus, they 
cannot. 


To gain read/write access to any device found through a 
management gateway, you must enter the password of the 
management gateway, even if the gateway is not the device 
you wish to control. Since a management gateway has no 
special appearance in the Device List, you may need to find 
the correct password by experimenting. If your security 
requirements allow it, Farallon recommends that you give all 
your extended management devices the same device 
password, in order to simplify password use. 
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Installing a device password 


To install a device password, select an extended management 

device in the Device List, then choose the Set Password command = 
from the Control menu. Enter a password up to eight characters 

long. The device password mechanism is case-sensitive, so be A 
sure you know whether each character in the password is 

uppercase or lowercase. Device passwords are stored in a one-way — 
encrypted format. Passwords are protected from curious users 

running network analyzers. kes 


Once you have password protected a device, an icon appears 
alongside the entry indicating the read/write status. Another user 
of StarCommand that doesn’t know the password sees an icon 
indicating read-only status. — 


Ron’s File 


“ Farallon’ StarCommand™ 


Total Name, Model, and 
3 Serial Number 


Device password protected ‘arketing hab 
with read-write status PN35S7 StarControler 
09-13021 


fe Accounting 6th Floor 
OS PN207 StarControler 
: 01-00063 


Device not password 
protected 


Hal’s Hub 
PN35S7 StarControler 


Device password protected o9-00004 


with read-only status 


Working with existing device passwords 
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Here are some additional details about passwords: 


When you first install a device password, you retain read/write 
access to controls and settings as long as the current 
StarCommand file remains open. Once you open a different 
StarCommand file or create a new one, you must enter the 
password to gain read/write access. 


The currently open StarCommand file remembers which 
password-protected devices you have unlocked as well as the 
exact passwords you entered. Always try to save the currently 
open StarCommand file after you enter a password. The next 
time you reopen the StarCommand file, the devices will be 
unlocked and will allow read/write access automatically. This 
automatic unlocking feature gives the network manager quick 
access to change controls and settings for all devices without 
having to manually reenter multiple passwords every time the 
same StarCommand file is reopened. 


A device remains password protected after you enter the 
correct password, unless you remove the password. 


Any user running StarCommand can change the password for 
an extended management device if they know the old 
password, whether they are connected through AppleTalk or 
the management bus. 


Related commands: Set Password, Change Password. 
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Extended management devices 


Extended management devices (such as the 357 and 377 hubs, 
the Concentrator Interface Module, the StarRouter, and the 
InterRoute/5 router) support more commands and can display 
more information than older hubs: 


Port Info window: Displays the node name, node number, and 
network number for each of the devices attached to the repeater 
port. 


Reprogram Device command: Downloads a firmware program file 
from your Macintosh to a selected device. 


Set/Change/Enter Password commands: Lets you assign, 
change, or enter passwords for extended management devices. 


Preferences dialog box: Contains an option to search for and 
communicate with extended management devices over AppleTalk. 


Device Info window: Displays the hub or router node name, type, 
zone, and address for the device. 


Update Port Names command: Recopies the node names of 
AppleTalk devices served by repeater ports into the Port Name 
fields. An AppleTalk device node name may be the User Name, 
Owner Name, or other AppleTalk name assigned to the device. If 
multiple devices are attached to a port, StarCommand copies only 
one device node name into each Port Name field. 
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Recording network events in the Session Event 
Log 


The Session Event Log records network events that have occurred 
while running StarCommand. For example, an entry is posted for a 
jammed port or disconnected device. 


Each entry may include an event description, date, time, serial 
number, port number, test results, or other details. The Session 
Event Log provides the network manager with a useful written 
history of network events. 


Session Event Log 


( i Click on an entry in the list below to get more information. 


10:52:52 AM PN670 Device has been reset 
Wed, May 13, OF-00001 


10:52:48 4M PN670 Device not responding 
Wed, May 13, OF-00001 


Here are more details about the Session Event Log: 


m Entries are shown in chronological order, with the events that 
occurred most recently listed at the top of the Session Event 
Log. 


m The Session Event Log can be printed using the Print Window 
command. 


@ ~The Session Event Log can be saved to a tab-delimited text 
file using the Export Session Event Log command. 


m Entries are added even while StarCommand is running in the 
background under MultiFinder or System 7. 


m Once posted, entries remain in the Session Event Log until 
you close the StarCommand file. You can clear all the entries 
without closing the file by using the Clear Session Event Log 
command. 
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m You can have StarCommand automatically bring the Session 
Event Log to the front whenever a network event occurs by 
changing the Alert By option in the Preferences dialog box. 


@ Unlike the Router Event History, the Session Event Log 
records events that pertain to all devices shown in the Device 
List, rather than just the currently selected device. 


Related commands: Show Session Event Log, Export Session 
Event Log, Clear Session Event Log, Print Window. 


About statistics 


StarCommand displays many different detailed statistics for 
devices. These statistics tell you more about the activity on your 
network. A complete description of each statistic can been seen in 
Appendix A. 


Here are some general guidelines regarding statistics: 


a Devices have built-in counters that record statistics 24 hours 
a day, whether or not StarCommand is running. 


m@ StarCommand can read the statistics and display them. You 
can display aggregate traffic and error statistics in the Device 
List and Port List using the pop-up menus. The Port Info 
window displays detailed statistics for an individual repeater 
port. The Device Info window displays detailed statistics for 
the device as a whole. The Routing Table window displays 
statistics that are specifically related to AppleTalk routing. 
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m ~The Clear Statistics command resets repeater and general 
device counters to zero. To clear statistics that are specifically 
related to AppleTalk routing, use the Clear button in the 
Routing Table window. 


m@ Any user can display statistics for all devices shown in the 
Device List, including password-protected devices with a read- 
only status. 


m = The port interconnect setting controls whether or not repeater 
port statistics are included in the repeater statistics totals for 
the 307, 357, and 377 hubs and the StarRouter. Repeater 
totals include statistics for repeater ports with port 
interconnect switched off, but repeater totals ignore statistics 
for repeater ports with port interconnect switched on. 


m Since the device counters run constantly, they frequently 
reach their maximum value and “roll over” to zero. The 
counters roll over individually, and often a traffic counter rolls 
over before an error counter. In this case, the error-to-traffic 
ratio appears falsely high. To get an accurate reading of the 
statistics, reset the counters, then take a reading before any 
of the counters roll over. 


Related commands: Clear Statistics, Device Info, Port Info, Show 
Routing Table. 


New 
Open... 30 
Close ae 
Save aS 
Save As... 


Show Session Event Log 
Clear Session Event Log 
Export Session Event Log... 


Page Setup... 
Print Window... 


File menu 


The File menu contains commands that pertain to the 
StarCommand file, search and alert preferences, the Session Event 
Log, and printing. 


New 


Opens a new, untitled StarCommand document and displays a 
blank Device List. If a StarCommand file is currently displayed, this 
command is dimmed. StarCommand begins searching for devices 
as soon as you select this option. 


Open 


Displays a directory dialog box to retrieve a StarCommand file from 
disk and display it. If the file you have selected is password 
protected, you will be asked to enter the password. Once you have 
opened the file, StarCommand attempts to reestablish 
communication with all the devices named in the file. Entries are 
made in the Session Event Log if StarCcommand cannot locate a 
device or if changes have been made to device settings since you 
last saved the file. 


The StarCommand file stores the current search setting. For more 
information about opening a file, see “Displaying Data in the Device 
List” in Chapter 3. 


® Note: Only one StarCommand file can be open at a time. 
Close any open StarCommand file before attempting to open 
another. This applies to Untitled files, as well as files that 
have been saved. 
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Close 

Closes the active window. If you close the Device List and the 
current StarCommand file has unsaved changes, a message 
appears reminding you to save changes. Click Save to save 
changes; if the StarCommand file is untitled, the Save As dialog 
box appears so you can name the StarCommand file. Click Don’t 
Save to close without saving changes. 


Fn ee 
Save 
Saves the current StarCommand file to disk. If the StarCommand 
file is untitled, the Save As dialog box appears so you can name 
the StarCommand file. For more details, see “Information Saved in 
a StarCommand File” in Chapter 3. 


SS 
Save As 

Displays the Save As dialog box, which lets you name the current 
StarCommand file and select a destination folder. 


You can create multiple copies of the current StarCommand file by 
typing in a new name after you select the Save As command. This 
is an easy method for creating a backup of the StarCommand file, 
or for experimenting with slight variations to the file. 


— aE 


Set Preferences 


This command controls settings that affect where StarCommand 
searches for devices and how StarCommand alerts you. These 
settings are saved when you save any StarCommanid file. If you 
want these settings to be the defaults for new StarCommand files, 
use the Save Defaults button to save these settings to a 
preferences file in your System Folder. For more details about 
searching, see “Searching for Devices” in Chapter 3. 


StarCommand Preferences 


Communicate with devices via: AppleTalk Zones to Search: 
& AppleTalk (Over the Net) 4th Floor 


Sth Floor 
Zé] { Modem Port (Mgmt Cable) 6th Floor 


LD Printer Port (gmt Cable? Cleveland 
Ethereal World 
GatorZone 


Alert by: Kansas 


> (] Beeping KS EtherTalk 
i Marketing 


ng Icon when Search All Zones 


Running in Background 


Session Event Log 


Communicate with Devices Via 


Controls the connections StarCcommand uses to communicate with 
devices. You can select an AppleTalk connection and/or serial port. 
StarCommand can control devices through multiple connections 
simultaneously. If StarCommand detects two or more paths to the 
same device, it uses the management bus to reach write-protected 
devices, and uses the fastest path it can detect for all other 
devices. To maintain the fastest response time, deselect any 
unused connections. 


m = AppleTalk (Over the Net): Select this option if your Macintosh 
is connected to an AppleTalk network and you would like to 
control devices over the network. StarCommand locates 
devices that support extended management and any 
additional devices attached to the extended management 
devices via the management bus. This option appears 
dimmed if AppleTalk is inactive in the Chooser. 


= Modem Port (Mgmt Cable): Select this option if you have a 
management cable directly attached to the modem port. This 
option appears dimmed if the port is being used by AppleTalk 
or another application or device. 


al Printer Port (Mgmt Cable): Select this option if you have a 
management cable directly attached to the printer port. This 
option appears dimmed if another application or AppleTalk is 
using the port. 


AppleTalk Zones to Search 


Lets you specify the zones where StarCommand searches for 
devices that support extended management. 


Select a zone by clicking. Shift-click to select multiple zones. Click 
Search All Zones to have StarCommand search all available zones. 
To maintain the fastest response time, select only those zones that 
have extended management devices. It serves no purpose to 
search a zone that contains an older hub but no extended 
management device, as an older hub cannot recognize 
StarCommand signals it receives via AppleTalk. An AppleTalk 
search can find an older hub only by first finding an extended 
management device that is connected to the same management 
bus, even if it is not in the same zone as the older hub. The 
extended management device transforms AppleTalk StarCommand 
signals into management bus signals that the older hub can 
recognize, and transforms the older hub’s management bus 
responses back into AppleTalk signals that StarCommand receives. 
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Alert by 


StarCommand can inform you whenever a network event occurs, 
such as when a repeater port jams or a device no longer responds. 
You can choose from three different types of alerts depending upon 
your particular preference: 


ia Beeping. The Macintosh beeps once when a network event 
Occurs. 


= Opening Session Event Log. The Session Event Log opens 
and becomes the active window when a network event occurs. 


= Flashing Icon When Running In Background. A flashing icon 
appears over the Apple icon in the menu bar when a network 
event occurs. This option only applies when StarCommand is 
running in the background under MultiFinder or System 7. 


Save Defaults 


Saves the current preferences settings to a configuration file called 
“StarCommand Preferences.” StarCommand creates this file and 
places it in a folder called “Preferences” inside the System Folder. 


Use Defaults 


Changes the current settings to match the setting stored in the 
StarCommand Preferences file. If the StarCommand Preferences 
file has been deleted or moved, StarCommand will use the original 
default settings. 


Cancel 


Closes the window without saving the changes to the preferences. 


OK 


Closes the window and applies changes to the current 
StarCommand file. 
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Show Session Event Log 


Displays a list of entries detailing network events that have 
occurred since you opened the current Device List. The Session 
Event Log provides the network manager with a useful written 
history of network events, including events that pertain to many 
devices. Each entry includes an event description, date, time, and 
device serial number, and may include a port number, test results, 
or other details. 


Oo 


( i Click on an entry in the list below to get more information. 


TT 


Session Event bog B= 


10:52:52 4M PN6é70 Device has been reset 
Wed, May 13, OF-00001 


10:52:48 AM PN670 Device not responding 
Wed, May 13, OF-O0001 


& 


a> 


For more information about the Session Event Log, see “Recording 
Network Events in the Session Event Log” in Chapter 3. 


Clear Session Event Log 


Clears all of the entries on the Session Event Log. You cannot clear 
individual entries. 


Export Session Event Log 


Displays a directory dialog box to save the entries in the Session 
Event Log to a tab-delimited text file. You can later open the text 
file with a spreadsheet or word processing application. 
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Page Setup 


Displays a dialog box with the standard choices for paper size and 
printing enhancements. The printing effects available depend on 
which printer is selected in the Chooser. The standard Page Setup 
dialog boxes are described in the documentation that came with 
your Macintosh. 


Print Window 


Prints the active window. You can print the Device List, Port List, 
Session Event Log, and Omitted Devices. 


When you choose Print, StarCommand displays the Print dialog box 
that corresponds to the printer you selected in the Chooser. The 
standard Print dialog boxes are described in the documentation 
that came with your Macintosh. 


Quit 


The Quit command ends a StarCommand session and returns you 
to the Finder or previous application under MultiFinder or System 7. 
If the current StarCommand file has not been saved, StarCommand 
asks if you want to save the changes before closing. Clicking Save 
saves the changes. If the StarCommand file is untitled, the Save As 
dialog box appears so you can name the StarCommand file. 
Clicking Don’t Save discards the changes. 


into 


Cut 
Copy eC 
Paste seU 
Clear 


Select All 3A 
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Edit menu 


The Cut, Copy, Paste, and Clear commands are available only when 
you are editing device names, port names, comments, or text fields 
in some dialog boxes. The Undo command is not available within 
StarCommand; you cannot undo device control actions such as 
changing settings or resetting a device. 


Select All 

Selects all the devices or ports in the active window. This command 
applies to the Device List, Port List, and Omitted Devices window. 
You can deselect a device or port by holding down the Shift key and 
clicking it. You can deselect all devices or ports by clicking in the 
window header. 


Open Port List 
Device Info 


Turn All Ports On 


Turn All Ports Off 


Test All Ports 


Set P Password.. 
Reprogram Device. on 
alae Port Names 


Clear Statistics | 
Reset Device 
Reset All Devices 
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sE 


$1 
3eT 


su 


36h 


Show Omitted Devices 


Omit Device 
Reinstate Device 


Quick Find... 


Searching On 


36F 


3éL 


EES ESE oa ae Sg Ba OE SE ES Te SPIE EET ESSS] 
Control menu 


This menu contains options to manage the features of Farallon 
repeating hubs and some features of Farallon hardware routers. 


Open Port List 


The Open Port List command is only available when one or more 
repeating devices have been selected in the Device List, such as 
StarController hubs or StarRouters. The command displays a 
repeater Port List for the selected devices. 


The Port List displays repeater port information and lets you change 
settings for repeater ports. A complete description of the Port List 
appears in Chapter 2, “StarCommand Windows.” 


— eee Hal’s Hub 


Hal’s Hub 
PN35S7 StarController 
09-00004 


Firmware Version 1.0 


[Repeater Traffic v) [Repeater Traffic v) E3 


= Duel 


Last 2 minutes Last 10 seconds 


Status : OK 


Port Name [Traffic (ytes)w] [Enables wv) Traffic Errors 


1 [fA] Port 1 0 0.0% & ° 
2 [fA] 192.100.87.140 3,364,428 0.0% & ° 
3 [f&] Customer Server 18,501,808 14% XK ° 
4 [MM] Alison Wellstry 6,416,356 0.0% & L._Jo 
5 [ff] Simons PC 3,610,184 0.0% i} — ° 
6 [fl] LiaisonGw Server 4,775,164 0.0% ® Coejo 
7 [iB] <unnamed> 2,073,588 0.0% B® Coico 
Ay [Bl Port 384,238 0.0% ® Coo 
9 [i] diat-in 1 6,529,924 0.0% ® Cojo 
“10 [fi] Katies Pc 3,847,444 06% ® Cojo 
11 (MM) 192.100.897.135 88,204,164 1.2% ® Cojo 
12 [MM] TechSports 50,221,652 4.8% ® Coo 
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Device/Port Info 


The Device Info window displays Statistics, device information, and 
comments for Farallon hubs and routers. The Port Info window 
displays statistics, port information, and comments for a selected 
individual repeater port. 


=== device info Port Info 
Hal’s Hub Simon's PC 
PN3S? StarController Port 5S 
09-00004 Hal’s Hub 
Firmware Version 1.0 03-00004 
Status: OK Status: OK 
Statistics : Statistics: 
LT Repeater Traffic (Bytes): ; 16,080 Traffic (Bytes): 3,620,072 | 
LT Repeater Traffic (Packets): 5,356 Fragments: 344 
LT Total Errors: 0 Jams: is) 
LT Mgmt Traffic (Bytes): 8,040 [ Tratt Packet 134.98 I 
LT Mgmt Traffic (Packets) : heesekels): pares 
N 5 4 < 
Network Information: ane Net-Node 
Name: Hal's Hub Museyroom 4.103 > 
= Simon's PC 412 
Type:  StarController 357 
Zone: Sth Floor 
Address: 4.25.254 
Golnmentaz Comments : 5 
Located in the 4th floor wiring closet Wires are located in the ceiling. 
ks 
ty 


Device Info is available when you select one or more devices in the 
Device List, or whenever the Port List is the active window and no 
ports are selected. The Device Info window displays total traffic and 
error figures for the device; the fields shown vary depending upon 
the model of device selected. 


Port Info is available when you select one or more repeater ports in 
the Port List. The Port Info window displays traffic and error figures 
for the repeater port; the fields shown vary depending upon the 
model of device selected. 


A complete description of the Device Info and Port Info windows 
appears in Chapter 2, “StarCommand Windows.” For details on the 
statistics, see Appendix A or “About Statistics” in Chapter 3. 
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Turn All On/Off 


Switches on and off particular settings for all of the repeater ports 
on the selected StarController hub or StarRouter. This command is 
not available for devices that are set for read-only access through 
password protection, or for devices that do not include repeaters. 


The “Turn All On/Off” commands are available when one or more 
devices are selected in the Device List, or when the Port List is 
displayed. The current selection in the pop-up menu in the active 
window determines what command appears in the Control menu. 
For example, if you have selected Interconnects in the pop-up 
menu, the command “Turn All Interconnects On/Off” appears in the 
Control menu. 


Turn All Ports On/Off applies to all StarController hubs and 
StarRouters. It enables or disables all the repeater ports on the 
selected device or devices. 


Turn All Interconnects On/Off applies to StarController 307, 357, 
and 377 hubs, and to StarRouters. This setting controls a repeater 
port’s tolerance to fragments and jams. 


Turn All Link Integrities On/Off applies to 507 hubs only. This 
setting controls a port’s link integrity test. 


Test Port/Test All Ports 


Tests the line quality of LocalTalk repeater ports. Use this 
command to determine if network branch wiring is properly 
terminated. The test results are saved in the Session Event Log 
and can be displayed in the Port List. Test result values range 
between 1 and 100, from poorest to best. Keep in mind that test 
results are approximate. 


Test All Ports is available when you select one or more LocalTalk 
hubs or routing hubs in the Device List, or when no ports are 
selected in the Port List. 


Test Port(s) is available when you select one or more ports in the 
Port List. Test results are automatically displayed in the Port List. 


» Note: If a port has no wiring attached, test results for that port 
cannot. be predicted. 
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Set/Enter/Change Password 


Allows you to set, enter, or change a password for an extended 
management device. 


Set Password assigns a password to an extended management 
device. Once a device is password protected, controls and settings 
for it have a read-only status. A user can gain read/write access to 
controls and settings in two ways: either by using StarCommand 
over a management cable, rather than AppleTalk, or by entering the 
correct password for the device or its management gateway. (For 
more information on device passwords and management gateways, 
see “Device Password Planning” in Chapter 3.) Device controls 
include resetting a device, changing the node name, resetting the 
statistics, line testing, and reprogramming. Device settings include 
the repeater port interconnect, repeater port enable, link integrity, 
and all routing and gateway parameters. 


Enter Password allows you to gain access to the controls and 
settings of a password-protected device while using StarCoramand 
over AppleTalk. (If you are using a management cable, rather than 
AppleTalk, you have automatic read/write access and do not need 
to enter passwords.) For a device that StarCommand has found via 
AppleTalk, you must use the device’s own password. For a device 
StarCommand has found via the management bus, you must use 
the password of that device’s management gateway. (For more 
information on device passwords and management gateways, see 
“Device Password Planning” in Chapter 3.) When you enter the 
correct password for a management gateway, you also gain access 
to the controls and settings of the devices that are using the 
services of the management gateway. These devices may include 
both extended management devices and older hubs. 


Change Password changes the password for an extended 
management device. Any user can change the password for an 
extended management device if he or she knows the original 
password. 


For more information about passwords, see “Password Protecting 
Extended Management Devices” in Chapter 3. 
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To password protect an 
extended management 
device: 


di: 


2. 


Select an extended management device. 


Choose Set Password from the Control menu. 


Set Password 


Marketing hub 

PN357 StarController 
09-13021 

Firmware Version 1.0 


Enter the password: 


Re-enter the password: [| 


Type in the password and press Tab. The password can be up 
to eight characters long. Be sure to notice whether you are 
typing uppercase or lowercase characters, since 
StarCommand passwords are case-sensitive. 


Reenter the password to verify it and click OK or press Return. 


In the Device List, a pencil icon appears alongside the device, 
indicating that it is password protected. 


To gain access to 


controls and settings for 
a password-protected 


device: 


m4 
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Select a device that is password protected with read-only 
access. Device entries that fit this description have an icon 
resembling a pencil with a slash alongside them. 


Choose Enter Password from the Control menu, or double-click 
on the icon resembling a pencil with a slash. 


Enter Password 


Marketing Hub 

PN3?? StarController 
0939-00082 
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Enter the password: [| 


Type in the password. Once you have entered the correct 
password, the device has a read/write status, meaning that 
you now have access to change the device controls and 
settings from the currently open StarCommand file. 


— aE 


To change the password 
for an extended 
management device: 


Select an extended management device that has a read/write 
status. Devices that fit this description have an icon 
resembling a pencil alongside them. If the device has an icon 
resembling a pencil with a slash alongside it, first unlock it 
following the steps on the previous page, then continue to the 
next step. 


Select Change Password from the Control menu. 


Change Password 


Marketing hub 

PN357 StarController 
09-13021 

Firmware Version 1.0 


Enter the existing password: 


Enter the new password: 


Re-enter the new password: 


Enter the existing password and press Tab. StarCommand is 
case-sensitive, so be sure you do not use uppercase 
characters unintentionally. 


Enter the new password, press Tab, and reenter the new 
password to verify it. 


® Note: If you would like to remove the password, leave the 
second and third fields blank. 


Press Return or click OK to change the password. 


To reprogram an 
extended management 
device: 
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Reprogram Device 


Updates the firmware on an extended management device without 
replacing any hardware components of the device. This allows you 
to easily update a device should Farallon add functions to it in the 
future. Reprogramming does not affect port enables, device names, 
or any other configuration parameters of the device. You can only 
reprogram a device using a firmware program file from Farallon. The 
Reprogram Device command transfers this file from your Macintosh 
to the hub or router you are updating. For Farallon hardware 
routers, you have the alternative of using a BOOTP or TFTP server 
for the firmware transfer. (See the “Router Startup” section of this 
chapter for more information.) 


The Reprogram Device command is only available when you select 
an extended management device that is unprotected or has 
read/write access. You can only reprogram one device at a time. 


1. Obtain a new firmware program. file_fram, Farallan.. 


2. Select an extended management device in the Device List, or 
open the Port List for an extended management device. 


3. Choose Reprogram Device from the Control menu. A directory 
dialog box will be displayed. 


4. Locate the firmware program file and click Open. A dialog box 
may ask you to enter a special sequence of authorization 
characters called a key. If so, enter the key provided by 
Farallon. Once reprogramming begins, StarCommand displays 
a download progress window. 


SSSSS___j=]=]==]E]] untitled 
“ Farallon’ StarCommand 
aa ohne Traffic Errors O 
4th Floor North 12345678 9101112 Ky 
arController KRRKKNMMAMNKX Oo 
ona RERERRDEbbaE ——l ° # 


StarRouter Serial #17 
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5. Watch the progress window to verify the success of the 
reprogramming. Note that during downloading the LEDs on a 
357 or 377 hub or Interface Module blink in a special 
sequence. 


When the 357 and 377 hubs are being reprogrammed, the 
Status LED flashes red throughout the process, and one 
Traffic LED glows green for each 4K of firmware that is 
successfully transferred. Once the transfer is complete, the 
hub does a CRC check on the transferred firmware, and one 
traffic LED glows green for each 4K of code that has been 
checked. The sequence completes with the Mgmt Traffic, 
Quality, and Master Config LEDs glowing red while one traffic 
LED glows green for each 4K of code that is transferred to 
Flash-EPROM. The hub then reboots normally to use the new 
firmware. 


When the Interface Module is being reprogrammed, the Status 
LED flashes alternately green and red throughout the process. 


® Note: At the completion of reprogramming a Concentrator 
Interface Module, the Interface Module is automatically 
reset. This also resets the other devices in the 
Concentrator. 


Downloading firmware takes several minutes. During this time 
the device is unavailable for regular network use. 


Update Port Names 


Recopies individual AppleTalk device node names into the Port 
Name fields of the Port List. A device node name may be the User 
Name, Owner Name, or other AppleTalk name assigned to the 
device. If multiple devices are attached to a port, StarCommand 
copies only the device node name that would come last in an 
alphabetical list of node names for that port. Note that it may take 
a few minutes for the names to update. 


This command is available only when the Port List for an extended 
management device is open. 
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Clear Statistics 


Resets the statistics counters displayed in the Device List, Port 
List, Device Info, and Port Info windows for the selected device. 
(You can clear router statistics by using the Clear button in the 
Routing Table window.) The Clear Statistics command is available 
when the Device List, Port List, Device Info window, or Port Info 
window is open. This command is not available for password- 
protected devices that have a read-only status. 


For more information about the counters, see Appendix A and 
“About Statistics” in Chapter 3. 


Reset Device 


Resets the selected devices. A confirmation dialog appears when 
you select this command. This command has the same effect as 
turning a device off and on. This process generally lasts 5 to 10 

seconds. See the user’s guide for your Farallon hub or router for 

more details about the reset function. 


The Reset Device command is available when you select one or 
more devices in the Device List, or when the Port List is open. You 
cannot use this command to reset a password-protected device 
that is set for read-only access. 


Reset All Devices 


Resets all devices for which you have read/write access. This can 
include devices displayed in the Device List, devices that have 
been omitted, and devices not yet located by StarCommand. 


This command has the same effect as turning all the devices off 
and on. This process lasts several seconds. See the user’s guide 
for your Farallon hub or router for more details about the reset 
function. 


This command is available whenever a StarCommand file is open. A 
confirmation dialog appears when you select this command. We 
recommend that you use this command with caution as it may 
disrupt network traffic for 15 seconds or more. 
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Show Omitted Devices 


Shows the Omitted Devices window. Devices appear in this window 
if they have been omitted from the current StarCommand file and 
remain in this window until you close the current StarCommand file 
or reinstate them. 


2S Omitted Devices 


: Farallon® Omitted Devices 


Total Name, Model, and 
2 Serial Number Comments 
5th floor #1 hub 

PN307 StarControler 

05-11963 


Hal's Hub 
Y PN35? StarController 
09-13021 


Omit Device 


Removes the selected device from the current StarCommand 
Device List. For example, you may want to use this command to 
update the current StarCommand file after a device has been 
physically removed from the network. Otherwise, StarCommand 
would continue searching for the missing device. 


This command is available when you select one or more devices in 
the Device List. You can remove any device, including a password- 
protected device with a read-only status. Omitted devices appear in 
the Omitted Devices window until you close the StarCommand file. 


Each time you open a StarCommand file, the Omitted Devices 
window starts out empty. It remains empty until you omit at least 
one device. If you open a pre-existing StarCommand file which you 
saved after omitting a device, the previously omitted device will not 
appear in the Device List unless Searching On is selected and 
StarCommand rediscovers the device. 


®& Note: Omitting a device does not affect its network 
functionality. An omitted device continues to function normally 
but does not appear in the current StarCommand Device List. 
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Reinstate Device 


Moves a device from the Omitted Devices window back to the 
Device List. To reinstate a device, choose Show Omitted Devices 
from the Control menu, select the device you wish to reinstate, and 
then use the Reinstate Device command. Once reinstated, 
StarCommand will try to reestablish communication with the device. 


Quick Find 


Locates and selects one device within the Device List when you 
specify its device model and serial number. This command is 
particularly useful for finding a single device quickly when your 
internet contains many devices. 


> Note: StarController 207 hubs do not have unique individual 
serial numbers. In place of a serial number, a 207 hub uses 
the decimal equivalent of its hexadecimal management 
address, which is set via hardware DIP switches. 


Quick Find 


Device Model: StarController 357/3?? 7 


Serial Number: oo-| | 
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Searching On 


Directs StarCommand to search for new devices or stop searching 
for new devices. This command is available whenever a 
StarCommand file is open. 


With Searching On selected, StarCommand continues searching for 
new devices and adding them to the Device List. The search 
indicator at the top right corner of the Device List rotates to confirm 
that searching is in progress. 


With Searching On deselected, StarCommand continues to 
maintain communication with the devices in the Device List, but 
does not search for new devices. 


As a shortcut, you can select or deselect Searching On by double- 
clicking the search indicator. By default, Searching On is selected 
when you create a new, untitled Device List. 


» Note: If you use MultiFinder to run background tasks while 
using StarCommand, you may find that selecting Searching On 
slows the progress of your background tasks. To maintain 
best overall performance, deselect Searching On whenever 
you do not need to search for more devices. 


Uiew 
v Expanded View 
Condensed View 
Sort by Name 
Sort by Model 

Sort by Serial Number 
Sort by Status 

v Unsorted 
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View menu 


The commands in the view menu allow you to vary how 
StarCommand displays information in the Device List, Session 
Event Log, and Omitted Devices windows. 


Expanded View 


Displays the Device List, Session Event Log, or Omitted Device 
window in an expanded view, with more information and details 
about each entry than shown in the condensed view. The expanded 
view is useful when you want to see detailed information about 
multiple entries at a glance. This is the default view for an untitled 
Device List. 


Ron’s File 
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Device List (expanded view) 
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Condensed View 


Displays the Device List, Session Event Log, or Omitted Device 
window in a condensed view, with less information and details 
about each entry than are shown in the expanded view. The 
condensed view is useful when you need to view many entries 
at a glance. 


Ron’s File 
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Device List (condensed view) 


Sort commands 


You can sort the devices displayed in the Device List. Sorting helps 
you organize the Device List. Whenever the Device List is the active 
window, you can sort by name, model, serial number, or status. 


When you select one of the sort options, StarCommand sorts the 
devices from A to Z. StarCommand is not case sensitive; 
uppercase and lowercase letters are sorted as equals. 


Devices that are physically located in a Farallon Concentrator are 
sorted as a block, indicated by a black border in the Device List. 
The Interface Module always appears first in such a block. Each 
Concentrator block’s place in the overall sort order is based on the 
information applying to its Concentrator Interface Module. Following 
the Interface module, the other devices in each Concentrator block 
are sorted within the block according to the type of sort you 
choose. 
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Untitled 


 Farallon® StarCommand” 
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Total Name, Model, and 

6 Serial Number Traffic Errors 
StarRouter Serial #13 
PN6S7 StarRouter 
OB-00018 


Serial Number OD-01022 
PN7O1 Concentrator 
Ob-01022 


Unnamed 1 
PNZ07 StarControler 
05-11963 


Hal's Hub 
PN357 StarControler 
09-13021 


4th Floor North 
PN37? StarControler 
09-20329 


Unnamed 2 
PNSO7 StarControler EN 
o7-00003 


Device List containing a Farallon Concentrator and sorted by Model 

As long as Searching On is selected, the Device List is re-sorted 
when StarCommand locates a new device, unless you have 
selected Unsorted. 

Sort by Name 


Sorts the devices by the user-defined device name. 


Sort by Model 


Sorts the devices by the model number. 
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. Sort by Serial Number 


Sorts the devices by serial number. The first two digits of the serial 
number distinguish the device model, the last five identify the 
individual device. 


Model Device Name 
Number 
7 


2 StarController (“Black Beauty”) 


307 
357 
355 
407 
507 
657 
670 
701 


Category 
}307__ 
|357___ | StarController/12_ 
f3s5___| StarControlier/24_———=S~OC*d 
fao7___[StarControlerEN—=—S—S~ OB C*d 
fs07___| StarControllerEN__——=—SC~S Cid 
a a 
}670___i|interRoute/5_ OF 
701 [Concentrator interface Module ‘fod _| 


Sort by Status 


Sorts devices according to their status. Devices with any type of 
alert status appear on the top of the list. 


Unsorted 


Leaves the list unsorted. This is the default sort option. New 
devices are appended to the bottom of the Device List. Select 
Unsorted if frequent re-sorting of the Device List disrupts your work. 


AppleTalk Setup... 
Router Startup... 
Set Clock... 
IP Setup... 
MaclIP Setup... 

IPTalk Setup... 

IP Tunnelling Setup... 
SNMP Setup... 


Show Router Event History 
Clear Router Event History 
Export Router Event History... 
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Router Menu 


If your internet contains Farallon hardware routers and gateways 
such as the StarRouter or the InterRoute/5 router, StarCommand 
displays a sixth menu, the Router menu. The commands in this 
menu apply only to routers and gateways, so the menu is not 
displayed if your network contains no Farallon routers or gateways. 
See the StarRouter User’s Guide or the InterRoute/5 User’s Guide 
for more information on configuring routers and gateways. 


> Note: Router and gateway configuration changes do not take 
effect until you have reset the device. 


AppleTalk Setup 


This command controls the AppleTalk router port settings for the 
selected Farallon hardware router. 


PN670 
PN670 InterRoute/5 
oF-00001 
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AppleTalk Setup 
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AppleTalk Setup dialog for an InterRoute/5 router 
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AppleTalk Setup 
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LocatTatk 


Etherlalk Phase? O UnenNamed 
EtherTalk Phase2 —K) (J 


AppleTalk Setup dialog for a StarRouter 


Enable 


This setting controls which router ports are active on the selected 
device. Click the appropriate checkboxes in the Enable column to 
select routing to and from any combination of LocalTalk, EtherTalk 
Phase 1, and EtherTalk Phase 2 networks. Router ports must be 
enabled if they are to send and receive AppleTalk packets, even if 
such packets are part of communication sessions with IP 
computers. For example, MaclIP communication between LocalTalk 
nodes and IP hosts requires that the LocalTalk router port be 
enabled, though the EtherTalk ports may be disabled. 


To enter configuration information for a router port, you must first 
enable it. 


® Note: In contrast to repeater port enables, which take effect 
immediately, router port enables do not take effect until the 
router is reset. All router or gateway configuration changes 
require a reset to take effect. 
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Hide 


This setting controls whether or not the indicated router port will 
prevent certain types of information from being transmitted from 
the network it serves to other parts of the internet. A hidden port 
acts like a sort of one-way mirror. Nodes on a network with a 
hidden port may gather information and start communication 
sessions with nodes on other parts of the internet, but not vice 
versa. (Nodes outside the hidden parts of the network can detect 
zone names for hidden networks, but cannot detect individual 
nodes on those networks.) Click the appropriate checkbox to hide a 
router port on the selected device. 


Remember that a network containing more than one AppleTalk 
router cannot be effectively hidden unless all router ports serving 
that network are hidden. To hide a LocalTalk network with only one 
router, you would only need to hide the LocalTalk port of the one 
router. To hide an EtherTalk Phase 2 network with several routers, 
you would need to hide the EtherTalk Phase 2 ports of all the 
routers connected to that network. Note, however, that you would 
not need to hide EtherTalk Phase 1 ports of those same routers, 
since EtherTalk Phase 1 and EtherTalk Phase 2 are considered to 
be different logical networks, even when they share the same 
cabling. 


Net and Range 


These settings give you the option of assigning specific AppleTalk 
network numbers to the networks served by the selected device. A 
LocalTalk or EtherTalk Phase 1 network can only have one network 
number—type each of their numbers in appropriate boxes in the 
Net column. To use a continuous range of network numbers for an 
EtherTalk Phase 2 network, type the first network number of the 
range in the EtherTalk Phase 2 box in the Net column, and the final 
network number in the box in the Range column. 


If no other routers are connected to a network, and if you do not 
choose network number values, your Farallon hardware router will 
normally choose a unique single network number for each enabled 
router port. 
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Whenever it is reset, a Farallon hardware router seaches for other 
routers on each network it serves. If other routers are already 
operating on these networks, they provide network number and 
zone name information to the Farallon hardware router. If the 
network number information provided by another router does not 
match the information configured via StarCommand, a Farallon 
hardware router will use the network number information provided 
by the other router. This is called soft seeding. Farallon routers 
provide soft seeding or no seeding (explained in the following 
section). They do not provide hard seeding. In hard seeding, a 
router either uses the network numbers specified in its 
configuration, or disables any of its own ports whose configurations 
conflict with the information provided by other routers. 


Zone Name 


This setting allows you to assign zone names to the networks 
served by the selected device. The default zone name used by all 
Farallon routers is Un-Named. 


= ~=LocalTalk and EtherTalk Phase 1: You may only use one zone 
name for each LocalTalk network or EtherTalk Phase 1 
network. Type the names you choose into the appropriate 
boxes in the Zone Name column. 


= EtherTalk Phase 2: You may use multiple zone names for an 
EtherTalk Phase 2 network. 


> Note: If there are EtherTalk Phase 1 networks on your 
internet, using multiple zones for an EtherTalk Phase 2 
network may disrupt traffic, and is not recommended. 
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To specify one or more zone names for an EtherTalk Phase 2 
network, click in the EtherTalk Phase 2 Zone Name box, anda 
new dialog box will appear: 


— SSS EtherTalk Phase 2 Zones 


a Hetaul 
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rg Ugiate 


—_ Cancel 


EtherTalk Phase 2 Zones dialog box 


To add a zone name, type the new name in the box below the 
scrolling list, and click the Add button. (The first zone name 
you enter will replace “Un-Named.”) To change a zone name, * 
click to select the name you wish to change, type your 
changes in the box below the scrolling list, and click the 
Change button. To delete a zone name, click to select the 
name you wish to delete, and click the Delete button. To 
choose a default zone, click to select the zone name you 
prefer, and click the Default button. The name of the current 
default zone appears in italic type in this dialog box. It is also 
the zone name displayed in the AppleTalk Setup dialog box for 
EtherTalk Phase 2. 
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Farallon routers recognize one special zone name, the asterisk 
character (*). Entering just an asterisk in the zone name field for 
any router port sets the router to enable the no seeding option for 
that port. This means that after it is reset, the router attempts to 
get network number and zone information from an already 
operational router on that network. If there is no reply, the router 
does not choose a network number for any router port that is set 
for no seeding, but monitors network traffic on that port until it 
detects another router, and then requests the configuration 
information again. A router port set for no seeding cannot be used 
for routing until another router has provided the necessary network 
number and zone information. Once it is operational, a router port 
set for no seeding can provide network number and zone 
information to other routers. 


When you reset a Farallon hardware router that is using soft 
seeding (the default), it accepts zone name information about its 
LocalTalk, EtherTalk Phase 1, and EtherTalk Phase 2 networks from 
already operational routers, rather than use conflicting settings 
configured via StarCommand. 


Cancel 


This button closes the dialog box without saving any changes to the 
AppleTalk router settings. 


Set 


This button closes the dialog box and retains changes to the 
AppleTalk router settings for the selected device. The new settings 
actually go into effect when the selected device is reset. 
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Router Startup 


A Farallon hardware router may undergo two kinds of resets: a 
warm reset, in which the router uses the firmware already loaded 
into its memory, or a cold reset (sometimes called a restart), in 
which the router re-loads its firmware into memory from a separate 
storage location called a boot source. The warm reset is the 
default; a cold reset is used only when there is no usable firmware 
in memory or when a router receives a request for a cold reset from 
StarCommand or an SNMP application. Cold resets are normally 
requested during troubleshooting or when reprogramming a device. 


Router firmware consists of programmed instructions for router 
operation. Like many programs, router firmware requires input data 
— the router configuration. Your Farallon hardware router is 
shipped with default configuration information which you can 
modify. Modifying the router configuration does not necessarily 
change the firmware, and changing the firmware does not 
necessarily change the operating configuration of the router. 


The Router Startup command allows you to specifically request a 
cold reset. It controls how the selected Farallon hardware router 
obtains its firmware during a cold reset. It also controls whether the 
router preserves existing configuration settings or reverts to factory 
defaults. The parameters displayed in this dialog depend on the 
Boot Source you choose from the pop-up menu shown here. 


Router Startup 


PN6S? 

PN657 StarRouter 
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Firmware Yersion 1.0 


Router IP Address: 192.100.87.74 
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BOOTP Server |: 
Directed TFTP_ |. 
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Boot Source 


During a cold reset, your Farallon hardware router can obtain its 
firmware from one of three different boot sources: 


= A Flash-EPROM chip stored on the router itself 


= AnIP computer that contains the firmware file and is set up as 
a TFIP server 


= An IP computer that contains the firmware file and is set up as 
a BOOTP and TFIP server. 


These three options are described in the following paragraphs. 


=  ~Flash-EPROM: Flash-EPROM is the default boot source for 
Farallon hardware routers. If you use the IP Setup dialog in 
StarCommand to make any desired changes to the router’s IP 
address, and if you use the Reprogram Device command in 
StarCommand to make any necessary firmware upgrades, you 
may keep your router Boot Source parameter set to Flash- 
EPROM. 


@ Directed TFTP: Directed TFTP allows you to upgrade Farallon 
hardware router firmware by transferring a firmware file from 
the TFTP server to the router during a cold reset. (Alternatively, 
you can upgrade firmware by using the Reprogram Device 
command in StarCommand, without using a TFTP server.) If an 
attempt to use Directed TFTP fails, the router attempts to use 
the firmware stored in Flash-EPROM. If the attempt to use 
Directed TFTP succeeds, the router stores the new firmware in 
Flash-EPROM for future use. Whether the attept to use TFTP 
succeeds or fails, the Boot Source parameter reverts to Flash- 
EPROM. 
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Router Startup 


PN6S?7 
PN657 StarRouter 
OB-00017 


Firmware Version 1.0 
Router IP Address: 192.100.87.74 


Boot Source: Directed TFIP v 
_ TFTP Retry Count: 

TFTP Retry Period: 

TFTP File Name: 


IFIP Server IP Address: 


C] Revert To Factory Settings 


TFTP Retry Count: This parameter governs how many 
communication attempts the router makes, if it cannot 
obtain its firmware from the TFTP server on the first 
request. 


TFTP Retry Period: This parameter governs how long the 
router waits between attempts to communicate with the 
TFTP server, if there are communication difficulties. This 
parameter is displayed in 50 millisecond units (a value of 
1 equals 50 milliseconds, a value of 20 equals 1 
second). The maximum value is 32,767. 


TFTP File Name: This parameter specifies the name of 
the firmware file stored on the TFTP server. 


TFTP Server IP Address: This parameter specifies the 
Internet Protocol (IP) address of the TFTP server. 


Note: Before using Directed TFTP, you must first use the 
IP Setup dialog box to enable IP and specify IP 
parameters for the router. 


| 
| 
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BOOTP Server: BOOTP allows you to upgrade Farallon 
hardware router firmware by transferring a firmware file from a 
BOOTP-and-TFTP server to the router during a cold reset. 
(Alternatively, you can upgrade firmware by using the 
Reprogram Device command in StarCommand, without using a 
BOOTP-and-TFTP server.) Farallon routers use BOOTP to 
establish communication between the router and the server, 
and then use TFTP to transfer the actual firmware file. Since 
this process uses both TFTP and BOOTP, the same TFTIP 
parameters appear in the dialog box when Boot Source is set 
to either BOOTP server or Directed TFTP. 


In practice, the difference between using BOOTP and using 
Directed TFTP for router startup is that TFTP requires you to 
specify the IP address of a single server, and BOOTP does 
not. A router starts BOOTP transactions by broadcasting a . 
request for the address of a BOOTP server. Any BOOTP server 
on the network can reply with its own address. The reply that 
reaches the router first determines which BOOTP server the 
router will use for that transaction. If an attempt to use BOOTP 
fails, the router attempts to use the firmware stored in Flash- 
EPROM. If the attempt to use BOOTP succeeds, the router 
stores the new firmware in Flash-EPROM for future use. 
Whether the attept to use BOOTP succeeds or fails, the Boot 
Source parameter reverts to Flash-EPROM. 
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Router Startup 


PN6S7 
PN657 StarRouter 
OB-00017 


Firmware Yersion 1.0 
Router IP Address: 192.100.87.74 


Boot Source: BOOTP Serv 


FTP Retry Count: 


20 
FIP Retry Period: 


_ BOOTP Retry Count: 


| BOOTP Retry Period: 


(] Revert To Factory § 


TFTP Retry Count: This parameter governs how many 
communication attempts the router makes, if it cannot 
obtain its firmware from the BOOTP-and-TFTP server on 
the first request. 


TFTP Retry Period: This parameter governs how long the 
router waits between attempts to communicate with the 
BOOTP-and-TFTP server, if there are communication 
difficulties. This parameter is displayed in 50 millisecond 
units (a value of 1 equals 50 milliseconds, a value of 20 
equals 1 second). The maximum value is 32,767. 


BOOTP Retry Count: This parameter governs how many 
communication attempts the router makes, while 
attempting to establish communication with the BOOTP- 
and-TFTP server. 


BOOTP Retry Period: This parameter governs how long 
the router waits between attempts to communicate with 
the BOOTP-and-TFTP server, while attempting to establish 
communication. This parameter is displayed in 50 
millisecond units (a value of 1 equals 50 milliseconds, a 
value of 20 equals 1 second). The maximum value is 
32,767. 


84 | Chapter4 — 


® Note: If your router is using IP only during cold resets 
where the boot source is a BOOTP-and-TFTP server, you 
do not need to use the IP Setup dialog to enable IP. 


Revert To Factory Settings 


This option governs which configuration settings a router uses 
during a cold reset: the configuration settings you have entered, or 
factory default settings. If the Revert To Factory Settings option is 
selected, the router will permanently discard your configuration 
information and use factory default settings at its next cold reset. 
This option is included to allow you to quickly reset a// router and 
gateway parameters to a known state, if you ever wish to start the 
configuration process over from the beginning. This option is 
automatically deselected after each cold reset. 


> Important: Leave Revert To Factory Settings deselected 
unless you want the router to discard all your configuration 
settings the next time it is reset. 


Cancel 


This button closes the Router Startup dialog box without saving any 
parameter changes. 


Set 


This button closes the Router Startup dialog box, retains parameter 
changes for use the next time the selected device is reset, and 
forces the next reset to be a cold reset. 


Restart 


This button is a shortcut for clicking the Set button and then 
choosing Reset Device—it retains parameter changes, causes the 
device to undergo a cold reset, and uses the retained parameters 
to complete the reset process. 
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Set Clock 


Farallon hardware routers such as the StarRouter and the 
InterRoute/5 router contain internal clocks. The Set Clock 
command controls the time to which the clock of the selected 
router is set. The listings in each Router Event History are time- 
stamped according to the selected router’s clock. To be ready to 
troubleshoot in the future, set the router clock to match your local 
time, so the times listed in the Router Event History will be 
meaningful. 


To set the clock, click any part of the displayed date or time to 
highlight a value to change. Date is divided into month, day, and 
year; time is divided into hours, minutes, and seconds. Type in a 
new value or click the up or down arrow to increase or decrease the 
displayed value. Alternatively, you can set the router clock to match 
your Macintosh clock by simply clicking the Use Mac Clock button. 


Set Clock 


PN65S7 
PN657 StarRouter 5/13/92 
OB-00017 


Firmware Version 1.0 5:27:53 PM 


> Note: If you change the setting of the clock in your Macintosh 
computer while you are running StarCommand, the Set Clock 
dialog may not display an accurate reading for the clock on 
your Farallon hardware router. To correct this, close and re- 
open your StarCommand file. 
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IP Setup 


This command controls the settings that allow your Farallon 
hardware router to use the Internet Protocol (IP). 


B® Note: The parameters in this dialog must be correctly set 
before you can use the Simple Network Management Protocol 
(SNMP), MaclP, IPTalk, or IP Tunnelling. 


IP Setup 


StarRouter Serial #7 
PN65? StarRouter 
OB-00007 


Firmware Yersion 1.0 


&] Enable IP 


IP Address: eee 


Broadcast Address: 0.255.255.255 
Broadcast Format: @Use Ones (© Use Zeroes 


(] Subnet Mask: G.0.6.8 
C] Default Gateway: | 


Packet Encapsulation: @Ethernet © 9802.3 


(Receive RIP 


Enable IP 


This option controls whether or not the selected Farallon hardware 
router can use the Internet Protocol (IP). You must select this 
checkbox if you intend to use MacIP, IPTalk, IP Tunnelling, or 
SNMP. 


IP Address 


If the selected Farallon hardware router is to communicate with 
devices using IP, it must have an IP address of its own. Type ina 
unique address that contains the IP network address used on the 
Ethernet network that connects to the router. 
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Broadcast Address 


If the selected Farallon hardware router is to communicate with 
devices using IP, it must also know the correct IP broadcast 
address to use on the Ethernet network to which it is connected. 
You cannot enter this value directly; it is derived from the IP 
Address and the Broadcast Format parameters. 


Broadcast Format 


On IP networks, broadcast packets use IP destination addresses 
whose host portions are composed completely of zeroes or 
completely of binary ones. If the selected Farallon hardware router 
is to communicate with devices using IP, it must also know the 
correct broadcast format to use on that network. The choice 
between zeroes and ones depends on the age and type of IP 
computers you use. Determine whether your.IP computers use all 
zeroes or all ones, and configure the router to use the same 
broadcast format. 


Subnet Mask 


If your IP network uses subnetting, you must select the Subnet 
Mask checkbox and specify the Subnet Mask used on your IP 
network. The subnet mask indicates which of the bits in an IP 
address are to be treated as network address information, and 
which are to be treated as host address information. For more 
information of subnet masks, see the user’s guide provided with 
your Farallon hardware router. 


' Default Gateway 


Your Farallon hardware router may occasionally receive packets 
with destinations whose IP addresses are unknown. You have the 
option of specifying the IP address of another device (called a 
default gateway) for the router to use as a destination for these 
unknown packets. If the default gateway has more extensive 
routing tables, it may be able to forward the packets to their 
destinations. 


Packet Encapsulation 


Your Farallon hardware router can send two different types of IP 
packets: those with Ethernet headers, and those with 802.3 
headers. Select the type of packets your IP computers use. 
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Receive RIP 


Your Farallon hardware routers can optionally send and receive 
Routing Information Protocol (RIP) packets, which are normally used 
by IP routers. (IP routers are devices that connect IP networks 
together and selectively retransmit IP packets between those 
networks.) If your internet does not contain IP routers, you need not 
use RIP. If you plan to use MaclIP with IP Subnetting on LocalTalk 
as the IP Forwarding type, you must use Receive RIP and Transmit 
RIP unless your IP routers have hard-coded information about how 
to transmit to the subnet on your LocalTalk network. The Transmit 
RIP parameter appears in the MacIP Setup dialog box, discussed 
later in this chapter. 


Cancel 


This button closes the IP Setup dialog box without saving any 
parameter changes. 


Set 


This button closes the IP Setup dialog box and retains parameter 
changes for use when you reset the selected device. 


MaclP Setup 


This command controls the settings that allow your Farallon 
hardware router to act as a MacIP gateway. MaclP is a protocol that 
specifies how IP packets can travel over AppleTalk networks. Your 
Farallon hardware router provides you with a choice between two 
types of MaclP support: KIP Forwarding and IP Subnetting On 
LocalTalk, which are described below. You can also turn MacIP off. 
These three choices appear in the IP Forwarding pop-up menu. 


“MaclP Off 


KIP Forwarding 
IP Subnetting on LocalTalk 


IP Forwarding: 


MaclP Off 


MaclP Off disables the MaclP functionality of your Farallon 
hardware router until you choose another IP Forwarding type and 
reset the device. 


Menu Commands | 89 


KIP Forwarding 


KIP Forwarding allows your MaclP clients to use IP addresses with 
the same IP network number as your IP network. 


PN6S7 
PN657 StarRouter 
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MaclIP Setup 


Firmware Yersion 1.0 
Router IP Address: 192.100.87.74 


IP Forwarding: KIP Forwarding v 
Thtabinii 


(192,100.87. 1128 


Maximum Addresses: 64 


| Static Addresses: 
| 192.100.87.128 to 192.100.87.135 


Dynamic Addresses: 


192.100.87.136 to 192.100.87.143 


MaclP Setup dialog with KIP Forwarding chosen as IP Forwarding type 


First MaclIP Client Address: This parameter specifies the start 
of your contiguous range of MaclP client IP addresses. 


Maximum Addresses: This parameter shows the maximum 
total number of MaclP clients the selected hardware router 
can support. The parameter is automatically determined by 
the type of hardware router and configuration you have, and is 
displayed for your information only. 


Static Addresses: This parameter allows you to specify how 
many MaclP client addresses will be permanently assigned to 
individual MaclIP client machines. The range for static MaclIP 
client addresses follows immediately after the First MaclIP 
Client Address defined previously, and contains the exact 
number of static addresses you specify. This range is 
displayed for your information immediately below the Static 
Addresses parameter line. 
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Dynamic Addresses: This parameter allows you to specify how 
many MaclP client addresses will be kept in a common pool 
for temporary assignment to MacIP client machines. The range 
for dynamic MaclP client addresses follows immediately after 
the static addresses defined previously, and contains the 
exact number of dynamic addresses you specify. This range is 
displayed for your information immediately below the Dynamic 
Addresses parameter line. 


IP Subnetting On LocalTalk 


IP Subnetting On LocalTalk allows your MaclP clients to use IP 
addresses with a different IP network number or subnet number 
than your IP network. You should only use IP network numbers 
assigned to you by the Network Information Center (NIC). 


PN6S? 
PN657 StarRouter 
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Firmware Yersion 1.0 
Router IP Address: 192.100.87.74 


IP Forararding: IP nen on LocalTalk v 


_ IP Subnet Address: “Subnet Mask: 


mi92.100.87.128 | 


MaclIP Setup 


[255.255.255.0 | 255.255.0 


| Maximum Addresses: 64 
| Static Addresses: 
£ 192.100.87.129 to 192.100.87.136 


: Dynamic Addresses: 
| 192.100.87.137 to 192.100.87.144 


~] Transmit RIP 


MaclP Setup dialog with IP Subnetting On LocalTalk chosen as 
IP Forwarding type 


IP Subnet Address: This parameter allows you to specify the 
IP address of the selected hardware router for the IP subnet 
on LocalTalk. (The device must have a separate IP address for 
each IP network it serves, including your LocalTalk 

“IP Subnet.”) Your contiguous range of MaclP client IP 
addresses starts immediately following this address. 
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Maximum Addresses: This parameter shows the maximum 
total number of MacIP clients the selected hardware router 
can support. The parameter is automatically determined by 
the type of hardware router and configuration you have, and is 
displayed for your information only. 


Static Addresses: This parameter allows you to specify how 
many MaclP client addresses will be permanently assigned to 
individual MaclIP client machines. The range for static MaclIP 
client addresses follows immediately after the IP Subnet 
Address defined previously, and contains the exact number of 
static addresses you specify. This range is displayed for your 
information immediately below the Static Addresses 
parameter line. 


Dynamic Addresses: This parameter allows you to specify how 
many MaclP client addresses will be kept in a common pool 
for temporary assignment to MaclIP client machines. The range 
for dynamic MaclP client addresses follows immediately after 
the static addresses defined previously, and contains the 
exact number of dynamic addresses you specify. This range is 
displayed for your information immediately below the Dynamic 
Addresses parameter line. 


Subnet Mask: This parameter allows you to specify the subnet 
mask used by your LocalTalk “IP Subnet.” Normally, this 
subnet mask should match the subnet mask specified in the 
IP Setup dialog. For more information on subnets and subnet 
masks, see the user’s guide for your Farallon hardware router. 


Transmit RIP: Your Farallon hardware routers can optionally 
send and receive Routing Information Protocol (RIP) packets, 
which are normally used by IP routers. If your internet does not 
contain IP routers, you need not use RIP. If you plan to use 
MaclP with IP Subnetting on LocalTalk as the IP Forwarding 
type, you must use Receive RIP and Transmit RIP unless your 
IP routers have hard-coded information about how to transmit 
to the subnet on your LocalTalk network. The Receive RIP 
parameter appears in the IP Setup dialog box, discussed 
earlier in this chapter. 
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Cancel 


This button closes the MaclP Setup dialog without saving any 
parameter changes. 


Set 


This button closes the MacIP Setup dialog and retains parameter 
changes for use when the selected device is reset. 


IPTalk Setup 


This command controls the settings that allow your Farallon 
hardware router to act as an IPTalk gateway. IPTalk is a protocol 
that specifies how AppleTalk packets can travel over IP networks. 


PN6S7 
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Router IP Address: 192.100.87.74 


—X] Enable IPTalk 


IPTalk Setup 


Network Number: Router AppleTalk 


Node Number: 74 


IP Net Number: 
192.100.87.0 
(J Use atalkad [J] Use NIC UDP Port Range 
eiaikad eddrass: 


Zone Name: 


Enable IPTalk 


This parameter allows you to enable or disable the IPTalk gateway 
functionality of the selected Farallon hardware router. If the 
checkbox is not selected, other parameters in the IPTalk Setup 
dialog box are dimmed. 
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Network Number: If you plan to send IPTalk packets over the 
Ethernet network that connects to the selected Farallon 
hardware router, you must assign that network a unique 
AppleTalk network number that will be used only for IPTalk 
traffic, not for EtherTalk traffic. Type the number you choose 
into the Network Number box. 


Zone Name: If you plan to send IPTalk packets over the 
Ethernet network that connects to the selected Farallon 
hardware router, you must also assign that network an 
AppleTalk zone name. Like LocalTalk networks and EtherTalk 
Phase 1 networks, each IPTalk network can have only one 
zone name, which can either be unique or be shared with 
other AppleTalk networks. Type the name you choose into the 
Zone Name box. 


Use atalkad: You may use |PTalk with or without atalkad, the 
AppleTalk Administration Daemon, a program that runs on IP 
computers called atalkad servers. Atalkad can provide some 
types of configuration information and routing information to 
various network devices, including Farallon hardware routers, 
whenever they reboot. Select the checkbox to use atalkad. If 
you use atalkad, you must type the IP address of your atalkad 
server into the atalkad address box, and must set up your 
atalkad server according to instructions provided with your 
atalkad software. The atalkad program is not included with 
Farallon hardware routers. 


Router AppleTalk Node Number: This parameter is displayed 
for your information only, to help you set up your IPTalk 
application software on one or more IP computers. It indicates 
the AppleTalk node number that the selected Farallon 
hardware router uses on the IPTalk network. 


IP Net Number: This parameter is displayed for your 
information only, to help you set up your IPTalk application 
software on one or more IP computers. It indicates the IP 
network number that is used for regular IP traffic on the 
Ethernet network that is connected to the selected Farallon 
hardware router. 
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a Use NIC UDP Port Range: When you set up an IPTalk software 


application on an IP computer, it includes a mechanism for 
mapping AppleTalk socket numbers into their approximate IP 
equivalents: UDP port numbers. Historically, two different 
mapping strategies have been used: an early strategy in which 
the mapped UDP port numbers start at 769, and a later 
strategy approved by NIC, in which the mapped UDP port 
numbers start at 201. Click the checkbox to select the range 
that starts at 201. Use this range if your IPTalk software 
supports it. 


Cancel 


This button closes the IPTalk Setup dialog box without saving 
configuration changes. 


Set 


This button closes the IPTalk Setup dialog box and retains 
configuration changes for use the next time the selected hardware 
router is reset. 
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IP Tunnelling Setup 


This command controls the settings that allow your Farallon 
hardware router to send packets between AppleTalk networks that 
are separated by one or more IP routers. Similar functionality can 
be obtained through using IPTalk and atalkad, but IP Tunnelling 
does not require an atalkad server and atalkatab network 
configuration file, as IPTalk does. 


IP Tunnelling Setup 


PN6S?7 
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Router iP Address: 192.100.87.74 

Default Gateway Address: disabled 
>] Enable IP Tunnelling 
IP Tunnel Gateway Addresses: 


137.14.92.3 


Enable IP Tunnelling 


This parameter enables or disables the IP tunnelling functionality of 
the selected Farallon hardware router. Click the checkbox to select 
or deselect tunnelling functionality. Remember that you need at 
least two gateways that support tunnelling in order to use it. 


IP Tunnel Gateway Addresses 


You may enter IP addresses for up to 32 gateways that will 
communicate with the selected router via IP Tunnelling. For the 
tunnelling to work, each of the gateways listed must also be 
configured to know the IP address of router your are configuring. 
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@ Add: To add a gateway address, type it into the box below the 


scrolling list, and click the Add button or press Return. 


= Change: To change a gateway address in the scrolling list, 
select it and type the changed address in the box below the 
scrolling list, then click the Change button or press Return. 


= Delete: To delete a gateway address in the scrolling list, 
select it and click the Delete button. 


Cancel 


This button closes the IP Tunnelling Setup dialog box without saving 
configuration changes. 


Set 


This button closes the IP Tunnelling Setup dialog box and retains 
configuration changes for use the next time the selected hardware 
router is reset. 
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SNMP Setup 


This command controls the settings that allow you to manage your 
Farallon hardware router using an SNMP network management 
application instead of Starcommand. SNMP stands for Simple 
Network Management Protocol. 


PN6S? 
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Router IP Address: 192.100.87.74 


SNMP Setup 


System Contact: [Holly Green, ext. 555 


System Name: [router #1? 


System Location: |Third floor phone closet 


(Set Trap Receivers... } (Set Community Strings... } 


The first three parameters in the dialog box, System Contact, 
System Name, and System Location, provide information to the 
user of an SNMP application, but do not affect the operation of the 
selected hardware router in any other way. Farallon recommends 
that you enter appropriate information, for the convenience of 
SNMP users, but this is optional. 


System Contact provides you with a place to enter the name of the 
person responsible for managing and maintaining the hardware 
router, perhaps along with a phone number. 


System Name provides you with a place to enter the name you use 
for the individual device, to distinguish it from other devices of the 
same type. 


System Location provides you with a place to enter information 
about the physical location or organizational function of the device. 
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Set Trap Receivers 


The Set Trap Receivers button brings up another dialog box, where 
you may enter the IP addresses of up to eight computers that 
should receive SNMP “Trap” (alert) messages from the hardware 
router. Each of these machines will expect a certain password-like 
series of characters to be included in any message from the 
hardware router. Each such character sequence is called a 
“Community String.” You must specify the community string for the 
hardware router to use when alerting each of the computers that 
will receive trap messages. 


SNMP Trap Receives ===. 


Trap IP Address Trap Community String 


192.100.87.190 fi8ZpOle 


= ~=©Add: To add a Trap IP Address and Trap Community String, 
click in the left-hand box below the scrolling list, type the IP 
address, press Tab, type the community string in the right- 
hand box below the scrolling list, and click the Add button. 


@ Change: To change a Trap IP Address or a Trap Community 
String, select it in the scrolling list, type your changes in the 
boxes below the list, pressing Tab to switch between boxes, 
and then click the Change button. 


= Delete: To delete a Trap IP Address and Trap Community 
String, select it in the scrolling list, then click the Delete 
button. 
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Set Community Strings 


The Set Community Strings dialog box allows you to specify which 
password-like character sequences the selected hardware router 
will require in order to accept incoming SNMP requests. You can 
set two different community strings, to provide some users with the 
capability of changing the router’s settings, while limiting others to 
simply gathering information from the router. 


SNMP Community Strings 


Read-Only Community String: 


Read/Write Community String: 


private 


= Read-Only Community String: If an SNMP user includes this 
character sequence in packets sent to the selected 
StarRouter or InterRoute/5 router, the router will answer 
requests for information but will not allow itself to be 
reconfigured in any way. 


a Read/Write Community String: If an SNMP user includes this 
character sequence in packets sent to the selected 
StarRouter or InterRoute/5 router, the router will answer 
requests for information and will also allow itself to be 
reconfigured. 


Cancel 
This button closes the SNMP Setup dialog box without saving 
configuration changes. 


Set 


This button closes the SNMP Setup dialog box and retains 
configuration changes for use the next time the selected hardware 
router is reset. 
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Click this flag to display all 
zone names for EtherTalk 
Phase 2. 


Show Routing Table 


This command displays the routing table used by your Farallon 
hardware router, along with statistics related to its AppleTalk 

Routing activities. See Appendix A for an explanation of these 
statistics. See the “Routing Table” section of Chapter 2 for an 
explanation of the routing table data displayed in this window. 


Routing Table 


StarRouter BrRgs In = 60 LkUps Out = 
PN657 StarRouter Rtmp/Zips = 346 Pkts Frwd = 
oB-00017 Rx Errors = 0 Tx Errors = 
Firmware Version 1.0 No Buffer = 0 Inval Prt = 
HopOvrFlo = 0 Inval Net = 
Bad Cksum = 0 Filtered = 


Cumulative Traffic 
Received as of 


Router Net.Node | 1°36PM 6/15/92 
Zone Name Net Number Port Nurnber | Percent Packets 


EtherTalk Phase 2 
— 
LocalTalk 2 
oe 
LocalTalk 4 


LocalTalk StarRtr 


Save 


The Save button allows you to save the data in the Routing Table 
(including the routing statistics) to a tab-delimited text file. 


Clear 


The Clear button allows you to reset the statistics counters that are 
displayed in the Routing Table header. 
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Show Router Event History 


This command displays a list of up to 128 of the most recent 
events that the selected Farallon hardware router has recorded. 
The list of events begins when the router first becomes operational, 
but it is cleared whenever the router is reset to default factory 
settings or the Clear Router Event History command is used. 


Router Event History 


PN6S7 eas : ; 
PN6S7 StarRouter i tpl a in the list below to ge 
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Firmware Version 1.0 


1:41:30 PM Warm Reset 
Wed, May 13, 


7:28:29 4M AppleTalk Discovery Completed 
Wed, May 13, 


Clear Router Event History 


This command clears the list of up to 128 of the most recent 
events that the selected Farallon hardware router has recorded. 


Export Router Event History 


Displays a directory dialog box to save the entries in the Router 
Event History records to a tab-delimited text file. You can later open 
the text file with a spreadsheet or word processing application. 


Appendix A 


Statistics 


StarCommand reports statistics for LocalTalk and Ethernet devices 
in the Device Info and Port Info windows. A few statistics are also 
available through the use of pop-up menus in the Device List and 
Port List windows. This appendix provides information on all the 
Statistics displayed in StarCommand. 


Each model of a hub, router, or Interface Module has a different set 
of statistics counters. The tables on the following pages show 
which counters each model supports. 


B® Note: Repeater statistics indicate traffic received by the 
repeater, unless explicitly noted otherwise. Any byte received 
through one repeater port (say, port 3) is transmitted through 
all the other repeater ports that are enabled (say, ports 1, 2, 
and 4 through 12). Thus, the number of bytes that are 
transmitted will be a multiple of the number of bytes received, 
according to this formula: 


Bytes Transmitted = Bytes Received x (Number of Enabled Ports - 1) 
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Device Model © 
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* Statistics are estimated and averaged. Individual port statistics are not available. 
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Alphabetical listing of counters 


Alignment Errors: Packets containing a number of bits that is not a 
multiple of eight. Displayed for individual Ethernet repeater ports 
and AUI ports on repeaters or routers. The value of this counter 
should be zero. Alignment errors may indicate a hardware problem 
with a hub or an Ethernet controller card, electrical interference, or 
faulty cabling. (Ethernet only.) 


AU! or BP Collisions: A collision occurs when two or more devices 
transmit at the same time. AUI indicates that the collision signal 
was detected through the DB-15 AUI port of a Farallon hardware 
router; BP indicates that the collision signal was detected through 
the router’s connection to a Farallon Concentrator backplane 
Ethernet network. It is normal to have akout one collision for every 
thousand packets transmitted. A collision rate of one in ten, 
however, indicates a serious problem. (Ethernet only.) 


AUI or BP Total Errors: The sum of all the errors a Farallon 
hardware router receives through its DB-15 AUI connection or 
Farallon Concentrator backplane (BP) connection to an Ethernet 
network. (Ethernet only.) 


AUI or BP Traffic (Bytes): The number of bytes an Ethernet hub 
receives through its DB-15 AUI connection or Farallon Concentrator 
backplane (BP) connection. This counter does not include length 
errors, alignment errors, or frame check sequence errors. (Ethernet 
only.) 


AUI or BP Traffic (Packets): The number of packets an Ethernet 
hub receives through its DB-15 AUI connection or Farallon 
Concentrator backplane (BP) connection. This counter does not 
include length errors, alignment errors, or frame check sequence 
errors. (Ethernet only.) 


Autopartitions: The number of times an Ethernet port has 
temporarily shut off due to collisions or jabbers. A port is shut off 
when the device detects 32 consecutive collisions or when a signal 
continues for more than 5 milliseconds. The port is reactivated 
automatically when a packet of the proper length arrives without 
experiencing a collision. (Ethernet only.) 


Statistics 107 


Bad CkSum: The number of packets sent incorrectly or corrupted 
while passing through an intermediary router, as shown by their 
invalid DdpLong checksums. 


BrRqs In: The number of NBP Broadcast Requests a router has 
received. (LocalTalk, EtherTalk, or IPTalk.) 


Carrier Errors: Number of times the router detected an interruption 
of Ethernet communications. Could indicate that the router is 
physically disconnected from the Ethernet. (Ethernet only.) 


EN Bytes Received: The number of bytes a Farallon hardware 
router has received through its Ethernet port. 


EN Bytes Sent: The number of bytes a Farallon hardware router has 
transmitted through its Ethernet port. 


EN Collisions: A collision occurs when two or more devices transmit 
at the same time. This counter records the collisions detected by 
the Farallon Concentrator Interface Module. Separate counts are 
kept for the two Ethernet buses in the Concentrator, and are 
displayed as EN1 Collisions and EN2 Collisions. It is normal to 
have about one collision for every thousand packets transmitted. A 
collision rate of one in ten, however, indicates a serious problem. 


EN Multiple Collisions: The number of Ethernet packets a Farallon 
hardware router has had to re-transmit more than once, but less 
than 16 times, due to collisions. 


EN Packets Received: The number of packets a Farallon hardware 
router has received through its Ethernet port. 


EN Packets Sent: The number of packets a Farallon hardware 
router has transmitted through its Ethernet port. 


EN Repeater Traffic (Bytes): The number of bytes amplified and 
repeated over Ethernet repeater ports 1-12. This counter does not 
include length errors, alignment errors, or frame check sequence 
errors. 


EN Repeater Traffic (Pkts): The number of bytes amplified and 
repeated over Ethernet repeater ports 1-12. This counter does not 
include length errors, alignment errors, or frame check sequence 
errors. 
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EN Single Collisions: The number of Ethernet packets a Farallon 
hardware router has had to re-transmit exactly once, due to 
collisions. 


EN Total Collisions: A collision occurs when two or more devices 
transmit at the same time. This counter records the total number of 
collisions detected for Ethernet repeater ports 1-12. It is normal to 
have about one collision for every thousand packets transmitted. A 
collision rate of one in ten, however, indicates a serious problem. 
(Ethernet only.) 


EN Total Errors: The sum of all Ethernet errors received by an 
Ethernet repeater. 


EN Total Receive Errors: The sum of all errors received by the 
Ethernet port of a Farallon hardware router. 


EN Total Send Errors: The sum of all errors sent by a Farallon 
hardware router. 


EN Traffic (Bytes): The number of bytes received by the Farallon 
Concentrator Interface Module. Depending on which Concentrator 
Ethernet buses you are using, this may be displayed as EN1 or EN2 
Traffic (Bytes). 


EN Traffic (Packets): The number of packets received by the 
Farallon Concentrator Interface Module. Depending on which 
Concentrator Ethernet busses you are using, this may be displayed 
as EN1 or EN2 Traffic (Packets). 


Errors: The sum of all errors for a repeater port. 


Excessive Retries: The number of times a packet was not 
transmitted because there were collisions on 16 successive 
transmission attempts. (Ethernet only.) 


FCS (Frame Check Sequence) Errors: Packets that contain a 
number of bits that is a multiple of eight but that do not pass the 
frame check sequence. The frame check sequence is a data 
integrity verification and is also known as a Cyclical Redundancy 
Check (CRC). Displayed for individual Ethernet repeater ports and 
AUI ports on repeaters or routers. This may be caused by bad cable 
connections, electrical interference from high-voltage equipment, or 
a faulty network interface card. (Ethernet only.) 
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Filtered: The number of packets not forwarded from a “hidden” 
network or duplicating a packet already queued for transmission. 


Fragments: Ethernet packets that contain less than 12 bytes, or 
LocalTalk packets that contain less than 56 bits. On LocalTalk 
repeater ports, when the port interconnect setting is off, a port is 
auto-partitioned when 12 consecutive fragments are received within 
100 milliseconds. With port interconnect on, a LocalTalk repeater 
port is never auto-partitioned for fragments. Fragments can be 
caused by collisions, by electrical interference with signals on the 
network wiring, or by physically plugging or unplugging a network 
connection. (LocalTalk or Ethernet.) 


Frame Errors: The total of all CRC errors, short frames, long 
frames, runts, and alignment errors for Ethernet repeater ports 
1-12. (Ethernet only.) 


HopOvrFlo: The number of packets whose hop counts, or distance 
factors, exceeded the maximum limit of 15. (LocalTalk, EtherTalk, 
or IPTalk.) 


Inval Net: The number of packets destined for an unknown 
network. (LocalTalk, EtherTalk, or IPTalk.) 


Inval Prt: The number of packets destined for a disabled or 
otherwise invalid port. (LocalTalk, EtherTalk, or IPTalk.) 


Jabbers: When a port receives a packet that exceeds 5 
milliseconds in duration, the port discontinues reception and 
transmission of the packet. The Jabbers counter shows the number 
of times this occurred on an Ethernet repeater port. May indicate 
that you have a serious problem with a transceiver or Ethernet 
node. Displayed for individual Ethernet repeater ports, including AUI 
or backplane (BP) ports on repeaters. (Ethernet only.) 


Jams: A jam is an excessively long LocalTalk packet transmission. 
With the port interconnect setting off, a LocalTalk repeater port is 
auto-partitioned and a jam is reported when any packet longer than 
50 milliseconds is received. With port interconnect on, a port is 
auto-partitioned and a jam is reported when a packet longer than 
250 milliseconds is received. (LocalTalk only.) 
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Late Collisions: Collisions that occur later than 64 bytes into a 
transmitted packet. Late Collisions are not included in the 
Collisions count. Displayed for individual Ethernet repeater ports 
and AUI ports on repeaters or routers. May indicate too many 
repeaters on a backbone, branch cables that are too long, or a 
faulty network interface card. (Ethernet only.) 


Link Errors: Total of all jabbers, autopartitions, and start frame 
delimiter errors for Ethernet repeater ports 1-12. (Ethernet only.) 


LkUps Out: The number of NBP Lookups sent from a router, 
including the derivatives of BrRas In. (LocalTalk, EtherTalk, or 
IPTalk.) 


Long Packets: The number of packets an Ethernet repeater 
receives that contain more than 1,518 bytes but are less than 5 
milliseconds in duration. Displayed for individual Ethernet repeater 
ports, including AUI or backplane (BP) repeater ports. The value of 
this counter should be zero. Long packets may indicate a software 
malfunction involving the driver. (Ethernet only.) 


LT Mgmt Traffic (Bytes): The number of LocalTalk bytes an 
extended management hub generates, itself, during in-band 
StarCommand management sessions. 


LT Mgmt Traffic (Packets): The number of LocalTalk packets an 
extended management hub generates, itself, during in-band 
StarCommand management sessions. 


LT Repeater Traffic (Bytes): The total traffic activity in bytes for the 
ports on a LocalTalk repeater. This total includes statistics only for 


- those ports with the port interconnect setting switched off. 


LT Repeater Traffic (Packets): The total traffic activity in packets 
for the ports on a LocalTalk repeater. This total includes statistics 
only for those ports with the port interconnect setting switched off. 


LT Total Errors: The sum of all fragments and jams received by a 
LocalTalk repeater or the LocalTalk port of a router. 


LT Traffic (Bytes): The total number of LocalTalk bytes received by 
a device. For the StarRouter, this includes traffic received from the 
LocalTalk repeater ports plus all traffic routed to LocalTalk. 
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LT Traffic (Packets): The total number of LocalTalk packets 
received by a device. For the StarRouter, this includes traffic 
received from the LocalTalk repeater ports plus all traffic routed to 
LocalTalk. 


No Buffer: The number of times a router could not accept a packet 
(usually for forwarding) because all its buffers were allocated. 


Noise Jams: The number of times a StarRouter repeater port was 
auto-partitioned because of too many fragments in a given time 
period. (LocalTalk only.) The sum of Noise Jams and Run-On Jams 
for a StarRouter repeater port is equivalent to Jams for a LocalTalk 
StarController repeater port. 


Num. Devices in Concentrator: The number of hub or router 
modules installed within a single Farallon Concentrator. The 
Concentrator Interface Module is not counted in this statistic. 


Other Receive Errors: The number of Ethernet controller chip 
receive buffer errors detected by a StarRouter. When the 
StarRouter is operating correctly, the value of this statistic should 
be zero. 


Other Send Errors: The number of Ethernet controller transmit 
buffer and memory underflow errors detected by a StarRouter. 
When the StarRouter is operating correctly, the value of this 
statistic should be zero. 


Out of Spec Freq: Ethernet packets that have a transmission 
frequency (data rate) that is so far from the standard specification 
that the packet cannot be received reliably. The 1OBASE-T 
specification allows deviations of +1000 bits per second. Displayed 
for individual Ethernet repeater ports and AUI ports. (Ethernet only.) 


Overflow Errors: Number of times incoming Ethernet traffic 
exceeded a router’s ability to process packets, and a packet was 
lost. Includes circumstances where the Ethernet controller did not 
receive a packet (missed packets), where no buffers were 
available, and where there was insufficient memory to process the 
packet. (Ethernet only.) 


Pkts Frwd: The number of packets forwarded by a router from the 
source network to another network. (LocalTalk, EtherTalk, or 
IPTalk.) 
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Repeater Errors: The sum of all fragments and jams received by a 
LocalTalk repeating hub, or the sum of all errors received by an 
Ethernet repeating hub. 


Repeater Traffic (Bytes): The total traffic activity in bytes for the 
ports on a repeating hub. This total includes statistics only for 
those ports with the port interconnect setting switched off. 
Management bus traffic does not affect this counter. You can see 
the traffic as a percentage of available bandwidth by displaying the 
Traffic counter in the Device List or Port List. Includes AppleTalk 
management traffic bytes for extended management devices. 


Router LT Traffic (Bytes): The number of LocalTalk bytes 
transmitted by a device’s LocalTalk router port. Includes NBP 
Lookups and management traffic transmitted to LocalTalk, as well 
as traffic routed to LocalTalk from EtherTalk networks, and 
LocalTalk traffic the router generates when MacIP, IPTalk, or IP 
Tunnelling are in use. 


Router LT Traffic (Packets): The number of LocalTalk packets 
transmitted by a device’s LocalTalk router port. Includes NBP 
Lookups and management traffic transmitted to LocalTalk, as well 
as packets routed to LocalTalk from EtherTalk networks, and 
LocalTalk packets the router generates when MaclP, IPTalk, or IP 
Tunnelling are in use. 


Rtmp/ Zips: The number of router maintenance packets (Such as 
RTMP and ZIP packets) a router receives. (LocalTalk, EtherTalk, or 
IPTalk.) 


Run-On Jams: Excessively long LocalTalk packet transmissions. 
With the port interconnect setting off, a LocalTalk repeater port is 
auto-partitioned and a run-on jam is reported when any packet 
longer than 50 milliseconds is received. With port interconnect on, 
a port is auto-partitioned and a run-on jam is reported when a 
packet longer than 250 milliseconds is received. The sum of Noise 
Jams and Run-On Jams for a StarRouter repeater port is equivalent 
to Jams for a LocalTalk StarController repeater port. (LocalTalk 
only.) 
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Rx Errors: The number of packets that encountered an error while 
being received by the Farallon router elements of the AppleTalk 
protocol stack. This statistic does not include packets aborted by 
higher level services. (LocalTalk, EtherTalk, or IPTalk.) 


SFD (Start Frame Delimiter) Errors: The number of Ethernet 
packets an Ethernet repeater receives that contain a double zero 
before the start frame delimiter (double one). Usually indicates 
wiring that has polarity reversed. Displayed for individual Ethernet 
repeater ports and AUI ports of repeaters. (Ethernet only.) 


Short Packets: Ethernet packets that contain a correct preamble 
(double one) but are less than 64 bytes. Short frames are also 
known as runts. Displayed for individual Ethernet repeater ports 
and AUI ports. It is normal to have some short packets, however, 
they may indicate improper termination of your network. (Ethernet 
only.) 


Total Port Errors: Sum of all errors for an Ethernet repeater port. 


Traffic (Bytes): The approximate number of bytes repeated through 
each port of a repeating hub. Includes AppleTalk management 
traffic bytes for extended management devices. Does not include 
length errors, alignment errors, or frame check sequence errors for 
Ethernet hubs. (LocalTalk and Ethernet.) 


Traffic (Packets): The approximate number of packets repeated 
through each port of a repeating hub. Includes AppleTalk 
management traffic bytes for extended management devices. Does 
not include length errors, alignment errors, or frame check 
sequence errors for Ethernet hubs. (LocalTalk and Ethernet.) 


Tx Errors: The number of packets the router failed to transmit due 
to a transmission error. (LocalTalk, EtherTalk, or IPTalk.) 
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Maintaining the fastest response time in StarCcommand 


Keep the number of open windows to a minimum. 


If network traffic is high, or if you must go through a router to 
reach an extended management device via AppleTalk, run 
StarCommand through a direct management bus connection, 
instead. 


Deselect any unused connections in the Set Preferences 
dialog box. 


Select only those zones that have extended management 
devices when running over AppleTalk. 


Select wide area network zones only when necessary. 


Use the Omit Device command to omit devices that don’t 
require monitoring at the present time. 


In the Finder, select StarCommand and use the Get Info 
command to set the Application Memory Size to an 
appropriate value for your network. StarCommand requires a 
minimum of 768K of available RAM. Farallon recommends 
that you use 1500K, or 6OOK plus 15K per hub or router for 
large networks. 
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Avoid running multiple copies of StarCommand 


Avoid running StarCommand from two or more computers on the 
same network at the same time. This can lead to slow response 
times and unpredictable results. 


AppleTalk active 


If you are running StarCcommand over the management bus and 
would like to view AppleTalk information, be sure AppleTalk is 
active on your computer. To do this, open the Chooser and select 
the appropriate radio button. 


Address 0.0.0 


Address 0.0.0 appears in the Device Info window if StarCommand 
is communicating with an extended management device via the 
management bus but not via AppleTalk. If your preferences are set 
to search over AppleTalk, and if your management gateway can 
communicate with the selected device via AppleTalk, the correct 
address will eventually be obtained. To display it, close the Device 
Info window that shows an address of 0.0.0, wait a few moments, 
and select the Device Info command again. 
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Farallon Technical Support 


Farallon Computing is committed to providing its customers with 
reliable products and documentation, backed up with excellent 
technical support. 


Before calling Farallon 


Look in this user’s guide for a solution to your problem. You may 
find a solution in Appendix B, “Power User Tips,” “Problems 
Encountered when Learning StarCommand” in Chapter 1, or in 
other sections. Check the index for a reference to the topic of 
concern. If you are unable to locate the information you need, 
please gather the answers to the following Environment Profile 
questions before you call. Having this information ready helps 
speed up the process of resolving your problem. 
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Environment Profile 


Before calling Farallon, gather the following information: 


Record the version number of the StarCommand software you 
are using. (Run the software and select About StarCommand 
from the Apple menu; or look at the label on the disk if the 
software is not functional.) 


StarCommand version number 
On what kind of Macintosh do you encounter the problem (for 
example, an SE or a Ilsi)? (In the Finder, select About This 
Macintosh from the Apple menu.) 

Macintosh 
Which System version are you running (for example, 6.0.7 
or 7.0)? (In the Finder, select About This Macintosh from the 
Apple menu.) 


System Software 


How much memory (RAM) is on your Macintosh? (In the 
Finder, select About This Macintosh from the Apple menu.) 


Total Memory (RAM) 


What sort of video display (external monitor) and adapter type 
is on your Macintosh? 
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What INITs (System Extensions) and Control Panels (CDEVs), 
other than Apple standards, are installed on your System? 


What kind of network(s) do you have? 
LocalTalk, daisy chain 
LocalTalk, bus (backbone) 


LocalTalk, passive star 


LocalTalk, active star 


Ethernet, twisted pair 
Ethernet, thin coax 


Ethernet, thick coax 


Be fa Tat. Te IG aa aa 


Other: 
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How to reach us 


We can help you with your problem more effectively if you have 
completed the Environment Profile in the previous section and are 
at the site of the problem, prepared to reproduce it and to try some 
troubleshooting steps. 


When you are prepared, contact Farallon Customer Service by 
telephone, fax, or mail at: 


Phone: (510) 596-9000 
Fax: (510) 596-9023 


Farallon Computing 

Customer Service 

2000 Powell Street, Suite 600 
Emeryville, California 94608 
USA 


You can also contact us via the following network services: 


America Online (ID: FARALLON) 
AppleLink (ID: FARALLON) 
CompuServe (ID: 75410,2702) 
Internet (ID: farallon@farallon.com) 


Product information and technical notes can be found in the 
Farallon bulletin boards on America Online and AppleLink, on 
CompuServe in Macintosh Vendor C Forum, and on Internet via 
anonymous FTP to farallon.com (192.100.87.10). 


If you are located outside of the United States and Canada, you 
can get service locally by contacting your nearest Farallon reseller 
or distributor. For a worldwide list of our distributors, see our 
AppleLink bulletin board or contact Farallon directly. 
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alert icon: An icon that appears alongside a device or port 
indicating that a network event has been recorded in the Session 
Event Log. 


AppleTalk: A comprehensive network system designed and 
developed by Apple. Computer, Inc. AppleTalk allows many different 
types of computer systems, printers, and servers to communicate 
on a variety of cabling schemes, including LocalTalk and Ethernet 
cabling. 


AppleTalk address: A unique identifier for each device using 
AppleTalk, to allow information to be sent and received correctly. An 
AppleTalk address always includes a node number and socket 
number, and includes a network number wherever two or more 
AppleTalk networks are connected together by routers. 


AppleTalk information: The node name, type, zone, and network 
address of a device. An extended management device can read 
AppleTalk information for the devices attached to each of its ports. 


atalkad (AppleTalk Administration Daemon): Software that runs on 
a computer using the UNIX operating system, designed to allow 
individual AppleTalk-IP gateways to acquire configuration and 
routing information from a centrally stored and managed file. 


atalkatab (AppleTalk Administration Table): A specially formatted 
ASCII file stored on a computer using the UNIX operating system, in 
which the network manager specifies the routing and configuration 
information that atalkad provides to AppleTalk—IP gateways. 


BOOTP (Boot Protocol): A protocol that allows an IP node “client” 
to obtain its IP address from an IP computer acting as a BOOTP 
server, along with the name of the file on the server containing the 
client’s firmware and configuration information. BOOTP is normally 
used as a way of centralizing the administration of IP addresses. 
TFTP is usually used to transfer the firmware and configuration file 
from the server to the client. 


BOOTP server: An IP computer that is specially configured to 
provide configuration information to devices that request it using 
the BOOTP protocol. 


CAP (Columbia AppleTalk Package): Public-domain AppleTalk 
software for computers using the UNIX operating system. CAP 
allows UNIX computers to serve as AppleTalk Filing Protocol (AFP) 
file servers, provide print spooling services to AppleTalk computers, 
or print to AppleTalk printers. Requires the services of an 
AppleTalk-IP gateway that supports the IPTalk protocol. 


community strings: Sequences of characters that serve much like 
passwords for devices using SNMP. Different community strings 
may be used to allow an SNMP user to gather device information or 
change device configurations. 


Concentrator: See Farallon Concentrator. 


device: In this manual, “device” means electronic equipment used 
in computing, usually a router, repeating hub, or Concentrator 
Interface Module. 


device password: A password assigned to an extended 
management device. Any StarCommand user can obtain 
information about a password-protected device, but must enter the 
correct password in order to gain access to device settings and 
controls. 


Ethernet: A networking protocol that defines a type of local area 
network characterized by a 10—megabit-per-second data rate, which 
can transmit large files much faster than LocalTalk. Ethernet is 
used in many mainframe, PC, and UNIX networks, as well as for 
EtherTalk. 


EtherTalk: Apple’s data-link software that allows an AppleTalk 
network to be connected by Ethernet cables. EtherTalk is a protocol 
within the AppleTalk protocol set. Two versions of EtherTalk are in 
common use, designated as Phase 1 and Phase 2 EtherTalk. 


extended management device: A device that has a node name and 
address, and can be controlled over AppleTalk. Extended 
management devices include StarController 357 and 377 hubs, 
StarRouters, InterRoute/5 routers, and Interface Modules installed 
in Farallon Concentrators. 
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extended network: A network using AppleTalk Phase 2 protocols; 
EtherTalk 2.0 and TokenTalk are extended networks. LocalTalk 
networks are compatible with Phase 2 but are not extended 
because a single LocalTalk network cannot have multiple network 
numbers or multiple zone names. 


Farallon Concentrator: A device designed to simplify installation 
and maintenance of Farallon hubs and hardware routers. Provides a 
compact enclosure for up to ten hubs or routers, with built-in 
circuitry for Ethernet and LocalTalk connections between devices. 


file password: A password assigned to a StarCommand file. 


firmware: Software stored in a device’s memory that controls the 
device. The firmware on an extended management device can be 
reprogrammed. 


firmware program file: A file provided by Farallon that contains new 
firmware for an extended management device. 


gateway: A device that connects two or more networks that use 
different protocols. Gateways provide address translation services, 
but do not translate data. Gateways must be used in conjunction 
with special software packages that allow computers to use 
networking protocols not originally designed for them. 


hub: A multi-port repeater. 


in-band management: The capability of managing networking 
devices, such as hubs and routers, via a regular network 
connection, rather than special management wiring. 


Interface Module: A device used in a Farallon Concentrator that 
provides management gateway services, management port 
connections, Ethernet transceivers, and Ethernet statistics. 


internet: A set of networks connected together by routers. Also 
known as an internetwork. 


InterRoute/5 router: A device from Farallon that provides 
LocalTalk—EtherTalk routing services for up to four LocalTalk 
networks and one EtherTalk network, as well as AppleTalk—IP 
gateway services. 


IP (Internet Protocol): A networking protocol developed many years 
prior to AppleTalk, for use on computer systems that use the UNIX 
operating System. Often used with Ethernet cabling systems. In 
this manual, “IP” is used as an umbrella term to cover all packets 
and networking operations that include the use of the Internet 
Protocol. 


IPTalk: A special AppleTalk—-IP gateway protocol that allows 
AppleTalk packets to be transmitted over IP networks. Used with 
atalkad to provide communication paths between CAP nodes and 
AppleTalk networks separated by one or more IP-only routers, or 
between similarly separated AppleTalk networks. Not currently 
compatible with extended networks. See also CAP. 


IP Tunnelling: A special AppleTalk—-IP gateway protocol that allows 
communication between AppleTalk networks that are separated by 
one or more IP-only routers. Compatible with EtherTalk Phase 2, 
unlike IPTalk, which can provide similar functionality for non- 
extended networks. Sometimes called Cayman tunnelling. 


jammed port: A port that is temporarily switched off because it is 
receiving an excessively long packet transmission. 


link integrity: A setting that controls a port’s link integrity test. This 
setting applies to LOBASE-T Ethernet hubs and transceivers only. 


LocalTalk: The cabling specification for AppleTalk running at 
230.4 kilobits per second. 


MaclIP: A special AppleTalk-IP gateway protocol that allows IP 
packets to be transmitted over AppleTalk networks. MaclP is 
frequently used to allow AppleTalk computers to function as 
terminals for computers using the UNIX operating system. 


management bus: A pair of wires running between the 
management ports on networking devices. The management 
signals are carried over these wires. 


management cable: A cable with an RJ-45 connector at one end 
and a DIN-8 connector at the other. This cable is used to directly 
attach the management port on a device to the modem or printer 
port on the network manager’s Macintosh. 


model number: A number that identifies a device, such as PN207, 
PN307, or PN507. 
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network event: Noteworthy occurrences on the network that are 
reported by StarCommand. A jammed port or disconnected device 
are two examples of network events. 


network number: A unique number for each network in an internet. 
AppleTalk network numbers are assigned by seed routers, to which 
the network is directly connected; an isolated AppleTalk network 
does not need a network number. 


network range: A unique set of contiguous numbers associated 
with an extended network; each number in a network range can be 
associated with up to 253 node addresses. 


node: A single, addressable electronic machine on a network. 
Computers, networked printers, and routers are always nodes. 
Repeaters that allow in-band management are also nodes. 
Repeaters that only allow out-of-band management are not nodes. 


node name: The AppleTalk node name assigned to an extended 
management device. 


Notification Manager: An alert mechanism in the Macintosh 
System software. Notification Manager allows a StarCommand 
session running in the background to inform you if a network event 
occurs. StarCommand does this by flashing a miniature hub icon 
over the Apple icon. 


older hub: A device that does not have an AppleTalk node name or 
address and is transparent to the network. The StarController 207, 
307, 407, and 507 are older hubs and can be managed through 
the management bus only. 


port interconnect: A setting that controls a repeater port’s 
tolerance to fragments and jams. This setting applies to LocalTalk 
hubs only, and is used to permit two or more LocalTalk hubs to be 
interconnected without the use of routers. 


protocol: A set of rules for communication. Such a set of rules may 
be made up of several smaller sets of rules, also called protocols. 
AppleTalk is a protocol that includes the LocalTalk, EtherTalk, and 
TokenTalk protocols. 


repeater: A device that rebroadcasts a network signal, allowing it to 
travel for longer distances. Repeaters have little or no effect on the 
speed of a network signal. 


repeater port: The connection point between a repeater and a 
network cable. Repeaters that have more than two ports are often 
called hubs. 


router: A device that intelligently connects networks to each other. 
A router can connect identical network types, such as LocalTalk to 
LocalTalk, or dissimilar network types, such as LocalTalk to 
Ethernet. However, a common protocol, such as AppleTalk, must be 
used over both networks. A router forwards only the traffic that has 
a destination outside of the sender’s immediate network. The 
forwarding route may include several routers, each forwarding the 
data to the next. Routers may be specially designed devices 
dedicated to routing, or they may be computers equipped with 
multiple network connections and special routing software. 


Router Event History: A list of up to 128 network events that 
directly affected a certain Farallon hardware router, stored in that 
router’s memory. 


router port: A physical or logical connection between a router and a 
network. Where a network only allows the use of one protocol, each 
physical connection corresponds to one logical router port. Where a 
network allows the use of several protocols, each physical 
connection may correspond to several logical router ports—one for 
each protocol used. Each router port has its own network address. 


routing table: A list of networks maintained by each router on an 
internetwork; information in the routing table helps the router 
determine the next router to forward packets to. 


search indicator: An icon in the Device List that rotates when 
StarCommand searches for devices. 


Session Event Log: The window that stores a history of network 
events. 


SNMP (Simple Network Management Protocol): A protocol used 
for communication between management software packages and 
network devices. At the present time, SNMP is primarily used on IP 
networks. 


SNWMIP console: A special device or IP computer used to manage 
network devices using SNMP. 
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StarCommand file: A file created by StarCommand that contains 
names, comments, preferences, sort order, passwords, and other 
information. 


StarController hub: A multi-port repeater for Ethernet or LocalTalk 
networks. A StarController provides branch isolation, error-rate 
reduction, fault isolation, and continuous monitoring for jams. 


StarRouter: An extended management device that combines a 12- 
port LocalTalk repeater with a two-port LocalTalk—EtherTalk router 
and an AppleTalk-IP gateway. 


statistics: Fields that show traffic and error counts. See Appendix A 
for more information about each field. 


subnet mask: A 32-bit number that indicates which bits in a 32-bit 
IP address designate the network address, as distinguished from 
the host or node address. When written in binary notation, each bit 
written as 1 corresponds to 1 bit of network address information. 
One subnet mask applies to all IP devices on an individual IP 
network. 


TFTP (Trivial File Transfer Protocol): A set of rules that allow a 
device using the Internet Protocol (IP) to request a file transfer from 
a computer using the UNIX operating system. TFTP may be used to 
transfer new firmware from UNIX computers to Farallon hardware 
routers. 


TFTP server: A computer using the UNIX operating system that is 
specially configured to provide file transfer services to devices that 
request it using the TFTP protocol. 


zone: An arbitrary subset of nodes within an AppleTalk internet. 
Creating multiple zones makes it easier for users to locate network 
services. The network manager defines zones when he or she 
configures routers. Isolated networks have no zones. LocalTalk and 
EtherTalk Phase 1 networks may have no more than one zone 
each. EtherTalk Phase 2 and TokenTalk networks may have more 
than one zone each. Several networks of any AppleTalk type may 
share a zone name. 
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Software License Agreement and Limited Warranty 


This is a legal agreement between you, the end user, and Farallon Computing, Inc. (“Farallon”). The 
enclosed Farallon software program or programs (the “Software”) are licensed by Farallon to the 
original customer and any subsequent transferee of the Software for use only on the terms described in 
this License Agreement (this “License”). Please read this License. Opening the enclosed diskette 
envelope indicates that you accept and agree to comply with these terms. If you do not agree to these 
terms, (a) you may return the unopened diskette envelope, along with the full product and proof of 
purchase to your dealer within 30 days for a full refund, or (b) you may write to Farallon with a 
request to modify any term of this License. Please allow 6 weeks for a response. 


° GRANT OF LICENSE. Farallon grants to you a nonexclusive, personal license to use the 
Software as provided in this License. Except as otherwise expressly provided in this License, you 
may use the Software only on a single computer owned, leased or otherwise controlled by you. 
This means that you may not use the Software, and the Software may not reside, on more than 
one computer at any one time. Immediately following this paragraph are specific license terms 
which may or may not apply to you, depending upon the Software licensed by you. 


e MULTIPACK LICENSES. If the Software has been delivered with more than one serial number, 
you have the right to use the Software on as many computers as you have been given serial 
numbers, provided that any copies made for this purpose shall contain all copyright and other 
proprietary notices that are on the original copy of the Software provided to you. You may make 
back-up or archival copies for each computer as provided elsewhere in this License. 

° LIAISON™ INTERNET ROUTER. If the Software is Liaison™, you have a royalty-free right to 
noncommercially distribute the Liaisonet™ chooser document included with Liaison. 


° COPYRIGHT. The Software is owned by Farallon or its suppliers and is protected by United 
States copyright laws and international treaty provisions. You may either (a) make two copies of 
the Software solely for backup or archival purposes, provided that you reproduce all copyright and 
other proprietary notices that are on the original copy of the Software provided to you, or (b) 
transfer the Software to a single hard disk, provided you keep the original solely for backup or 
archival purposes. You may not copy the written materials accompanying the Software (called the 
“Documentation”). 

° OTHER RESTRICTIONS. You may not rent or lease the Software, but you may permanently 
transfer the Software and Documentation provided you retain no copies and the recipient agrees 
to the terms of this Agreement. You may not modify, reverse engineer, decompile, disassemble, or 
create derivative works from the Software or Documentation. 


° GOVERNMENT LICENSEE. If you are acquiring the Software on behalf of any unit or agency of 
the United States Government (the “Government”), the following provisions apply: 


The Government acknowledges Farallon’s representation that the Software and 
Documentation were developed at private expense and no part of them is in the public domain. 
The Government further acknowledges Farallon’s representation that the Software is “Restricted 
Computer Software” as that term is defined in Clause 52.227-19 of the Federal Acquisition 
Regulations (FAR) and is “Commercial Computer Software” as that term is defined in Subpart 
227.471 of the Department of Defense Federal Acquisition Regulation Supplement (DFARS). The 
Government agrees that: (i) if the Software is supplied to the Department of Defense (DoD), the 
Software is classified as “Commercial Computer Software” and the Government is acquiring only 
“restricted rights” in the Software and its documentation as that term is defined in Clause 
252.227-7013 (c) (1) of the DFARS, and (ii) if the Software is supplied to any unit or agency of the 
United States Government other than DoD, the Government'’s rights in the Software and its 
documentation will be as defined in Clause 52.227-19 (c) (2) of the FAR. 


Use, duplication, or disclosure by the Government is subject to restrictions as set forth in 
subparagraph (c) (1) (ii) of the Rights in Technical Data and Computer Software clause at DFARS 
252.227-7013 or in subparagraphs (c) (1) and (2) of the Commercial Computer Software — 
Restricted Rights at 48 CFR 52.227-19, as applicable. Farallon Computing, Inc. 2000 Powell 
Street, Suite GOO Emeryville, California 94608. 


° EXPORT LAW ASSURANCES. You acknowledge and agree that the Software is subject to 
restrictions and controls imposed by the United States Export Administration Act (“the Act”) and 
the regulations thereunder. You agree and certify that neither the Software nor any direct product 
thereof is being or will be acquired, shipped, transferred, or reexported, directly or indirectly, into 
any country prohibited by the Act and the regulations thereunder or will be used for any purpose 
prohibited by the same. 


° SEVERABILITY. If for any reason, any provision or partial provision of this License is held 
invalid, such invalidity shall not affect the remainder of such provision or this License, and this 
License shall, to the full extent consistent with law, continue in full force and effect. 

e¢ THIRD PARTY BENEFICIARIES. If any portion of the Software has been licensed to Farallon by 
a third party for redistribution, Licensee is hereby notified that such third party is an intended third 
party beneficiary of this License with full rights of enforcement. 


° GENERAL. The validity and performance of this License shall be governed by California law, 
except for that body of law dealing with conflict of laws and except as to copyrights, which are 
governed by United States laws and international treaties. This License constitutes the entire 
agreement between the parties concerning the subject matter hereof. Any waiver or amendment of 
any provision of this License shall be effective only if in writing and signed by you and an officer of 
Farallon. No distributor, dealer, or employee (other than an officer) of Farallon is authorized to 
change or amend any terms of this License. In the event of any conflict between the terms of this 
License and the terms of any license bound into any manual packaged with the Software, this 
License shall govern. 


Limited Warranty 

Farallon warrants that for ninety (90) days following delivery of the Software to you, as shown by a 
copy of your receipt: .(1) the Software, unless modified by you, will perform substantially the 
functions described in the Documentation provided by Farallon; and (2) the media on which the 
Software is furnished will be free from defects in materials and workmanship under normal use. 
Farallon does not warrant that the Software will meet your requirements or that operation of the 
Software will be uninterrupted or error-free. Farallon is not responsible for any problem, including 
any problem which would otherwise be a breach of warranty, caused by (i) changes in the 
operating characteristics of computer hardware or computer operating systems which are made 
after the release of the Software, (ii) interaction of the Software with non-Farallon software or (iii) 
accident, abuse, or misapplication. 

THE ABOVE WARRANTIES ARE EXCLUSIVE AND NO OTHER WARRANTIES ARE MADE BY FARALLON 
OR ITS LICENSORS, WHETHER EXPRESSED OR IMPLIED, INCLUDING THE IMPLIED WARRANTIES 
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. 

SOME STATES DO NOT ALLOW THE EXCLUSION OF IMPLIED WARRANTIES, SO THE ABOVE 
EXCLUSION MAY NOT APPLY TO YOU. IN THAT EVENT, ANY IMPLIED WARRANTIES ARE LIMITED IN 
DURATION TO NINETY (90) DAYS FROM THE DATE OF DELIVERY OF THE SOFTWARE. THIS 
WARRANTY GIVES YOU SPECIFIC LEGAL RIGHTS. YOU MAY HAVE OTHER RIGHTS, WHICH VARY 
FROM STATE TO STATE. 


Limitation of Remedies 

Farallon’s entire liability and your sole remedy under the warranty during the ninety (90) day 
warranty period is that Farallon shall, at its sole and exclusive option, either replace the Software 
with a functionally equivalent program at no charge to you or refund the license fee of the 
Software. Any replacement Software will be warranted for the remainder of the original warranty 
period or thirty (30) days, whichever is longer. These are your sole and exclusive remedies for any 
breach of warranty during this ninety (90) day period. 

In order to make a claim under this warranty you must return the defective item with your receipt 
within ten (10) days following the end of the warranty period. Farallon will have no responsibility to 
replace or refund the license fee of Software damaged by accident, abuse, or misapplication. 


REGARDLESS OF WHETHER ANY REMEDY SET FORTH HEREIN FAILS OF ITS ESSENTIAL PURPOSE, 
IN NO EVENT WILL FARALLON OR ITS LICENSORS, OR THE DIRECTORS, OFFICERS, EMPLOYEES, 
OR AGENTS OF ANY OF THEM BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL, INDIRECT 
OR SIMILAR DAMAGES, INCLUDING ANY LOST PROFITS OR LOST DATA ARISING OUT OF THE USE 
OR INABILITY TO USE THE SOFTWARE.OR ANY DATA SUPPLIED WITH IT EVEN IF FARALLON OR 
ANYONE ELSE HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, OR FOR ANY CLAIM 
BY ANY OTHER PARTY. 

SOME STATES DO NOT ALLOW THE LIMITATION OR EXCLUSION OF LIABILITY FOR INCIDENTAL OR 
CONSEQUENTIAL DAMAGES SO THE ABOVE LIMITATION OR EXCLUSION MAY NOT APPLY TO YOU. 
IN NO CASE SHALL FARALLON’S OR ITS LICENSOR’S LIABILITY UNDER THIS LICENSE EXCEED THE 
LICENSE FEE PAID FOR THE SOFTWARE. 


Should you have any questions concerning this License, please write or call: 


Farallon Computing, Inc. 
Licensing Department 

2000 Powell Street, Suite 600 
Emeryville, California 94608 USA 


Voice: (510) 596-9100 
Fax: (510) 596-9020 
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Apple Warranty and Disclaimer 


APPLE COMPUTER, INC. (“APPLE”) MAKES NO WARRANTIES, EXPRESS OR IMPLIED, INCLUDING 
WITHOUT LIMITATION THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A 
PARTICULAR PURPOSE, REGARDING THE ENCLOSED COMPUTER SOFTWARE OR THE APPLE 
SOFTWARE. APPLE DOES NOT WARRANT, GUARANTEE OR MAKE ANY REPRESENTATIONS 
REGARDING THE USE OR THE RESULTS OF THE USE OF THE APPLE SOFTWARE IN TERMS OF ITS 
CORRECTNESS, ACCURACY, RELIABILITY, CURRENTNESS OR OTHERWISE. THE ENTIRE RISK AS 
TO THE RESULTS AND PERFORMANCE OF THE APPLE SOFTWARE IS ASSUMED BY YOU. THE 
EXCLUSION OF IMPLIED WARRANTIES IS NOT PERMITTED BY SOME STATES. THE ABOVE 
EXCLUSION MAY NOT APPLY TO YOU. THERE MAY BE OTHER RIGHTS THAT YOU MAY HAVE 
WHICH VARY FROM STATE TO STATE. 


IN NO EVENT WILL APPLE, ITS DIRECTORS, OFFICERS, EMPLOYEES OR AGENTS BE LIABLE TO 
YOU FOR ANY CONSEQUENTIAL, INCIDENTAL OR INDIRECT DAMAGES (INCLUDING DAMAGES FOR 
LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, AND 
THE LIKE) ARISING OUT OF THE USE OR INABILITY TO USE THE APPLE SOFTWARE EVEN IF APPLE 
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. BECAUSE SOME STATES DO NOT 
ALLOW THE EXCLUSION OR LIMITATION OF LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL 
DAMAGES, THE ABOVE LIMITATIONS MAY NOT APPLY TO YOU. Apple’s liability to you for actual 
damages from any cause whatsoever, and regardless of the form of the action (whether in 
contract, tort [including negligence], product liability or otherwise), will be limited to $50. 
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